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Abstract

The conduct of simultaneous regional head elections in Indonesia to date remains predominantly
dominated by conventional mechanisms that rely on the use of physical ballot papers and manual vote
counting. In practice, such mechanisms give rise to various fundamental issues, including low
effectiveness and efficiency in election administration, vulnerability to vote manipulation, inadequate
protection of voter data, limited accessibility for vulnerable groups, and a high financial burden borne
by regional government budgets. These conditions necessitate innovation in electoral governance that
is adaptive to developments in information and communication technology. This article aims to analyze
the urgency of implementing electronic voting in the administration of simultaneous regional head
elections in Indonesia, as well as to formulate a conceptual design for the implementation of e-voting
grounded in the principles of a democratic rule of law and good governance. This research employs a
normative legal research method using statutory, conceptual, and comparative approaches. The
findings indicate that the implementation of e-voting through a kiosk voting model supported by the
Rivest—Shamir—Adleman (RSA) asymmetric cryptographic security system has the potential to enhance
the accuracy of vote counting, ensure the confidentiality and integrity of voter data, expand access to
political participation for vulnerable groups, and reduce election administration costs. With the
strengthening of the regulatory framework and institutional readiness, e-voting may serve as a strategic
instrument in promoting the digitalization of local democracy in Indonesia.
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INTRODUCTION

A state can only be formed when there is a collective agreement among all people who share
common objectives and interests. This notion is consistent with the social contract theory proposed by
Jean-Jacques Rousseau, which posits that, in their natural condition, human beings possess free will
to relinquish their individual rights to an entity, whether an individual or an institution, as a means of
ensuring the fulfillment of collective needs for shared living (Jean-Jacques Rousseau, 1762). In the
context of Indonesia, the juridical existence of the state is mediated through the 1945 Constitution of
the Republic of Indonesia as a manifestation of the collective consent of the entire Indonesian people.
A logical consequence of such consent is the establishment of a state that places the people as the
holder of the highest sovereignty, as affirmed in Article 1 paragraph (2) of the 1945 Constitution of the
Republic of Indonesia, which stipulates that sovereignty rests with the people. This constitutional
provision carries juridical implications that Indonesia adheres to the principle of democracy by
recognizing the people as the primary source of legitimacy of state power.

The realization of this democratic principle can be observed through the conduct of general
elections as a mechanism for leadership succession and the filling of public offices in an orderly and
peaceful manner, intended to represent the will and interests of the people. Within the scope of regional
governance, democracy is manifested through the conduct of regional head elections as a means of
forming regional governments that reflect the aspirations of local communities. This has a constitutional
basis in Article 18 paragraph (4) of the 1945 Constitution of the Republic of Indonesia, which stipulates
that the election of governors and deputy governors, regents and deputy regents, as well as mayors
and deputy mayors, shall be conducted democratically (Didik Sukriono, 2009).

Further regulation concerning regional head elections is stipulated in Law Number 10 of 2016
concerning the Second Amendment to Law Number 1 of 2015 regarding the Stipulation of Government
Regulation in Lieu of Law Number 1 of 2014 concerning the Election of Governors, Regents, and
Mayors. Pursuant to Article 201 paragraph (8) of the said law, regional head elections are to be
conducted simultaneously in November 2024. The implementation of simultaneous regional head
elections is projected to create governmental stability and strengthen policy synergy between the central
government and regional governments within a single leadership period. In addition, the conduct of
simultaneous elections is also directed at improving administrative governance through the alignment
of development visions and missions between the central and regional levels of government (Meidy
Tinangon et al., 2021).

In order to achieve these objectives, the General Election Commission (Komisi Pemilihan
Umum) holds a strategic role as the institution responsible for the planning and implementation of
simultaneous regional head elections. As an election management body, the KPU is required to adhere
to the principle of electoral justice, which mandates that every action, procedure, and decision
throughout all stages of the election be carried out in accordance with applicable legal provisions. The
enforcement of the principle of electoral justice requires that all stages of the election be conducted in
an orderly, systematic, and continuous manner. Article 5 of the Regional Head Election Law stipulates
that the stages of election administration consist of a preparation stage and an implementation stage.
During the preparation stage, the KPU undertakes planning activities, formulates technical regulations,
and conducts the updating and compilation of voter data. Meanwhile, during the implementation stage,
the KPU administers the determination of candidate pairs, campaigning, voting, as well as the validation
and inauguration of the elected regional heads.

In practice, the conduct of regional head elections in Indonesia to date is still carried out using
conventional methods. This method is characterized by the physical presence of voters at polling
stations to exercise their voting rights through the marking of paper ballots, in accordance with the
principles of direct, general, free, secret, honest, and fair elections. Nevertheless, the use of such
conventional methods continues to present several fundamental weaknesses. One of the primary
weaknesses is the lack of optimal guarantees of transparency, accountability, effectiveness, and
efficiency in the processes of voting at polling stations, vote counting, and the transmission of counting
results to higher levels. Empirically, this condition was reflected in the case of a regional head election
crime in Mandailing Natal Regency in 2020, in which the chairperson and members of the Polling Station
Working Committee were proven to have committed fraud by marking hundreds of ballots in exchange
for a sum of money to secure the victory of a particular candidate pair (Linda Mora, 2023). This incident
demonstrates that conventional mechanisms create opportunities for ballot manipulation that may
undermine the integrity of elections.

In an effort to enhance the transparency of vote recapitulation, the KPU has in fact developed
the Vote Recapitulation Information System as a technological means for publishing vote counting
results. However, the implementation of this system has not been fully effective, as the data entered
into the system continues to be derived from manual counting using official tally forms. This
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ineffectiveness was evident during the 2024 General Election, where significant discrepancies occurred
between the vote counts at the polling station level and the data recorded in the application. Such
discrepancies indicate that the use of technology that still relies on manual input has not been able to
ensure data accuracy or the credibility of election administrators in providing transparent information to
the public. This condition indicates the need for the development of a vote counting system that is
conducted directly and in real time through more reliable technological mechanisms.

Another equally significant issue is the weakness of the security system in the management of
Voter Data Information administered by the KPU, as evidenced by a case involving the leakage of
252,327,304 Permanent Voter List (“DPT”) records due to data hacking by irresponsible parties. The
leakage of hundreds of millions of permanent voter data as a result of hacking demonstrates that the
existing security system has not been able to guarantee the principles of integrity and confidentiality of
voters’ personal data. This incident not only harms citizens as data subjects, but also has the potential
to undermine public trust in the credibility of the KPU in administering general elections and regional
head elections (Linda Novi Trianita, 2023).

Furthermore, the conventional conduct of regional head elections has also not fully guaranteed
accessibility for vulnerable groups. The lack of supporting facilities, such as braille ballots and
transportation to polling stations, has resulted in low levels of participation among persons with
disabilities. For example, in Kudus Regency, out of 843 persons with disabilities registered in the
Permanent Voter List, only 237 exercised their voting rights. This was caused by inadequate
identification of special needs, such as braille ballots and transportation to polling stations, which
hindered the full participation of persons with disabilities (Umi Qodarsasih, 2021). This condition
demonstrates the existence of structural barriers that lead to discriminatory practices against certain
groups in the exercise of voting rights, thereby indicating that the principles of equality and democratic
inclusivity have not been fully realized.

On the other hand, the implementation of simultaneous regional head elections using
conventional methods also imposes a very substantial financial burden on regional governments. High
budgetary requirements, particularly for logistics procurement and ballot printing, exert fiscal pressure
on regional governments and potentially reduce budget allocations for other public service sectors. In
line with this, the 2024 simultaneous regional head elections are estimated to require a budget of IDR
41 trillion, to be borne by the respective Regional Revenue and Expenditure Budgets (APBD) (Alinda
Hardianto, 2024). The high cost of conducting elections through conventional mechanisms indicates
that the existing system has not fully aligned with the principle of efficiency in public governance.

Based on these various issues, reform efforts are necessary to enhance the efficiency and
effectiveness of the administration of simultaneous regional head elections in order to ensure the
sustainability of democracy. Such efforts stem from the understanding that the voice of the people plays
a fundamental role in determining the direction of state policy and in realizing social welfare. This
perspective is consistent with the ancient Roman legal maxim vox populi vox dei, which affirms that the
voice of the people constitutes the manifestation of the highest will in the life of the state.

RESEARCH METHOD

This research employs a doctrinal research method, which is conducted through an examination
of the formulation and/or implementation of policies in relation to the development of legal rules
(Soerjono Soekanto, 1990). Doctrinal research, also referred to as normative juridical research,
according to Peter Mahmud Marzuki, is a process aimed at discovering legal rules, principles, or
doctrines in order to address legal issues by producing new arguments, theories, or legal concepts as
prescriptions for resolving such issues (Sigit Nugroho, 2020). This research applies a qualitative method
with statutory, comparative, and analytical approaches that emphasize deductive data analysis. The
results of the study focus on discussing the urgency and projected implementation of regional head
elections through the application of e-voting.

RESULTS AND DISCUSSION

In order to enhance the efficiency and effectiveness of the administration of regional head
elections (Pilkada) while remaining grounded in democratic principles, the government needs to
encourage digital transformation through the utilization of e-Government as an information technology
system in public governance. This digitalization is directed toward expanding public access to
information and public services. Normatively, the development of e-Government in Indonesia has
obtained a legal basis through Presidential Instruction Number 3 of 2003 concerning the National Policy
and Strategy for the Development of E-Government. The Presidential Instruction affirms that the primary
objective of implementing e-Government is to improve the quality of public services by building
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information networks capable of encouraging broad public participation through transparent, effective,
and efficient systems (Rizki Novaldi, 2021).

In line with these objectives, the improvement of public service quality in the context of
administering simultaneous regional head elections can be realized through the implementation of
Electronic Voting (e-Voting) as one concrete manifestation of e-Government. The application of e-
Voting is directed toward ensuring the authenticity of voters’ ballots, enhancing the accuracy of vote
counting, and safeguarding the confidentiality of voters’ political choices. In practice, e-Voting is not an
entirely new concept, as a number of democratic countries have implemented this system, one of which
is Brazil.

As a democratic state, Brazil developed an e-Voting—based electoral system pursuant to Article
59 of Lei das Elei¢cbes No. 9.504 of 1997 (Law Number 9,504 of 1997 concerning General Elections).
Following this provision, Brazil has implemented e-Voting nationally since 1998 to the present. The
implementation of e-Voting in Brazil aims to suppress manipulation practices in the vote tabulation
process, limit the potential for human intervention during the voting stages, and address issues of
accessibility and ballot damage that commonly occur in conventional electoral systems. The success
of e-Voting implementation in Brazil is reflected in the increase in the percentage of valid votes in
presidential elections. Prior to the use of e-Voting, the percentage of valid votes was recorded at 81.2%,
whereas following the implementation of e-Voting this percentage increased significantly to 95.6% in
the 2022 Presidential Election (Manuel Jose, 2023). This increase demonstrates that e-Voting
contributes positively to the credibility of general election results.

Drawing lessons from this success, Indonesia needs to consider the implementation of e-Voting
as a solution to various weaknesses in the conventional electoral system, particularly in addressing the
conduct of simultaneous regional head elections. The application of e-Voting enables real-time vote
counting through Direct Recording Electronic devices, thereby minimizing the potential for fraud that
frequently arises in manual systems. In line with this view, Hajjar, a professor at the University of
Lebanon, emphasizes that the primary considerations in implementing e-Voting are the level of
accuracy and the speed of vote counting (Hajjar et al., 2006). In addition, e-Voting also provides more
inclusive accessibility guarantees for vulnerable groups, such as persons with disabilities, through the
provision of special facilities on voting devices, including braille features and audio systems for voters
with visual impairments.

In addition to technical and accessibility aspects, the implementation of e-Voting also has
advantages in terms of cost efficiency. This system reduces the need for large-scale ballot printing and
allows for the repeated use of voting machines, thereby significantly reducing the costs of administering
regional head elections. Therefore, the adoption of an e-Voting system in the conduct of simultaneous
regional head elections is considered relevant and rational to be implemented in Indonesia, as it is
capable of saving both time and budgetary resources.

From a juridical perspective, the implementation of e-Voting in simultaneous regional head
elections has a legal basis in Article 85 paragraph (1) letter b of the Regional Head Election Law, which
stipulates that voting may be conducted through electronic voting equipment. Nevertheless, in order for
the implementation of e-Voting to operate comprehensively and in harmony with the principle of
electoral justice, more detailed technical regulations are required. Based on this urgency, the author
proposes a mechanism for implementing e-Voting grounded in the policy framework of the United
Nations Development Programme (UNDP) as an effort to improve public governance and public
services oriented toward the principles of good governance, including accountability, public
participation, transparency, efficiency and effectiveness, equality, the rule of law, strategic vision,
responsiveness, and consensus orientation.

First, the comprehensive implementation of an e-Voting system using the kiosk voting model.
Kiosk voting is one e-Voting model that utilizes dedicated computers placed in public locations or polling
stations, incorporating electronic verification mechanisms such as digital signatures (Muhammad,
2022). The application of the kiosk voting model in simultaneous regional head elections needs to be
implemented comprehensively across all regions in order to ensure the authenticity of voters’ ballots,
the accuracy of vote counting, and the confidentiality of voters’ political choices. Brazil serves as an
example of a country that has successfully implemented this model effectively, both in terms of technical
performance and cost efficiency. This is reflected in the relatively low cost of procuring kiosk voting
machines, which is approximately USD 700 per unit (Election Commission of Pakistan, 2022).

Technically, the e-Voting machines used in Brazil are based on Direct Recording Electronic
(DRE) systems with a Linux operating system that is not connected to the internet, Bluetooth, or other
external devices. DRE machines are equipped with data management systems, voting machine loading
mechanisms, device self-testing features, as well as systems for vote collection and counting in each
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electoral district (Jessica, 2021). This configuration renders Brazil's e-Voting system relatively secure
and accurate in ensuring the integrity of election results.

In the context of Indonesia, the General Election Commission (KPU) may adopt a similar
approach by designing dedicated microcomputers for simultaneous regional head elections through
cooperation with the National Research and Innovation Agency (BRIN). As a non-ministerial
government institution, BRIN has the capacity to facilitate the exchange of knowledge and technology,
including through open platform models that enable research collaboration, utilization of expert
resources, infrastructure, and innovation development. Therefore, the establishment of a collaborative
team between the KPU and BRIN constitutes a strategic step in the development of a national kiosk
voting machine.

In addition to technological readiness, the KPU also needs to undertake other technical
preparations, including the establishment of organizing committees, budget formulation, and the
development of cooperation networks with various stakeholders. In order to ensure accessibility, the
KPU together with the District Election Committees (PPK) and Village Election Committees (PPS) need
to update voter data for vulnerable groups, such as persons with disabilities, the elderly, and
communities in disadvantaged, frontier, and outermost regions (3T). This updating process includes
mapping the special needs of persons with disabilities, collecting data on elderly voters with high
dependency levels, and coordinating with the Ministry of Home Affairs and the Population and Civil
Registration Offices (Disdukcapil) in the preparation of Potential Voter Population Data (DP4) for
communities in 3T regions.

To support the participation of vulnerable groups, the KPU also needs to provide lawful
assistance mechanisms through the signing of declarations free from coercion. Furthermore, the KPU
is obligated to ensure polling stations that are friendly and accessible to vulnerable groups as a
manifestation of the fulfillment of the principle of society participation within good governance. In
addition, the KPU needs to conduct continuous public outreach and education regarding the use of e-
Voting machines in order to enhance public readiness and participation, which simultaneously reflects
the principle of equality.

Second, e-Voting security through the use of RSA asymmetric cryptographic techniques. To
ensure the security of the e-Voting system, technology is required that is capable of maintaining data
confidentiality, integrity, authentication, and non-repudiation in a decentralized manner. The Association
of Information Technology Professionals (AITP) establishes four primary prerequisites for the
implementation of e-Voting, namely accuracy, security, accessibility, and recountability. One technology
capable of fulfiling these security aspects is the Rivest—-Shamir—-Adleman (RSA) asymmetric
cryptographic technique (Esti Rahmawati, 2022).

Cryptography is a data security technique involving encryption and decryption processes using
specific algorithms and keys, rendering information incomprehensible to unauthorized parties (Rian
Oktafiani et al., 2023). In the RSA system, there are two types of keys, namely the public key and the
private key. Votes entered into the e-Voting machine are encrypted using the public key and can only
be decrypted using the private key, thereby minimizing the risk of data manipulation by irresponsible
parties (Nanda Amalya et al., 2023).

After the voting process is completed, the e-Voting machine performs real-time vote counting
using DRE devices. The counting results are stored in two forms, namely a physical printout in the form
of a barcode containing the vote counting results at the polling station and a memory card as a data
backup. To ensure transparency, these results are subsequently uploaded to Sirekap through barcode
scanning using dedicated devices. This mechanism reflects the principle of accountability within good
governance (Novanto Prio Utomo et al., 2023).

Third, the optimization of e-Democracy through a decentralized KPU website based on
blockchain technology. In order to realize public information disclosure, the KPU needs to optimize the
role of e-Democracy through the development of a website based on blockchain technology. This
website functions as a medium for publishing vote recapitulation results that can be accessed by the
public quickly and transparently. Blockchain technology, as a distributed database system, possesses
characteristics of collective validation, immutable data structures, peer-to-peer networks, and the
absence of a central authority, thereby providing a relatively high level of security (Teguh Prasetyo
Utomo, 2023).

The integration of blockchain technology into the KPU website enables decentralized
management of voter data and vote results, thereby reducing the risk of hacking and data manipulation.
The updating of voter data continues to be carried out in accordance with KPU Regulation Number 7 of
2022 in conjunction with KPU Regulation Number 7 of 2023, with strengthened integration of the Voter
Data Information System (Sidalih) to prevent data duplication. Furthermore, the development of the
KPU’s Web 3.0 platform also constitutes the fulfillment of obligations regarding personal data protection
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as regulated under Law Number 27 of 2022 concerning Personal Data Protection. Therefore, KPU
Regulation Number 5 of 2021 needs to be amended to accommodate provisions governing a
blockchain-based Web 3.0 website as the legal basis for its implementation.

CONCLUSION

The implementation of regional head elections (Pilkada) using conventional mechanisms, in
practice, continues to face several fundamental weaknesses. These weaknesses include the lack of
guaranteed transparency, effectiveness, and efficiency at the stage of voting at polling stations (Tempat
Pemungutan Suara/TPS), weaknesses in the security of electoral information systems that result in
voter data breaches, as well as the absence of optimal guarantees of accessibility for vulnerable groups
at polling stations, which ultimately gives rise to discriminatory practices in the conduct of simultaneous
regional head elections. In addition, the conduct of regional head elections using conventional methods
also requires a relatively large budget, thereby imposing a fiscal burden on the Regional Revenue and
Expenditure Budget (APBD). Based on these various weaknesses, it can be concluded that the
conventional administration of regional head elections continues to leave structural and technical
problems that have the potential to hinder the quality of democracy. Therefore, strategic measures are
required to enhance the efficiency and effectiveness of the administration of simultaneous regional head
elections in order to ensure the continuity and existence of democracy in social life.

As an effort to optimize the administration of simultaneous regional head elections, the General
Election Commission (Komisi Pemilihan Umum/KPU), as the election management body, needs to
consider the implementation of an Electronic Voting (e-voting)-based voting system. The
implementation of e-voting must be carried out in a holistic and uniform manner in all regions through
the application of the kiosk voting method. In this context, the KPU needs to undertake comprehensive
improvements across various supporting aspects, including human resource planning, validation and
updating of population data, readiness of technological infrastructure, as well as the implementation of
public outreach and education.

In order to ensure data confidentiality, information integrity, user authentication, and the principle
of non-repudiation in the operation of e-voting machines, the KPU may adopt a security system based
on the Rivest—-Shamir—-Adleman (RSA) cryptographic technique. Furthermore, in order to realize
information disclosure and enhance transparency to the public, it is necessary to optimize the KPU’s
website through the application of decentralized Web 3.0 technology supported by blockchain-based
security systems. Such development functions as a platform for the input and publication of vote
recapitulation results for regional head elections and general elections that can be accessed by the
public quickly and easily, while simultaneously serving as a mechanism for voter data integration to
address issues of data redundancy and inconsistency.
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