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Abstract 

The development of information and communication technology has brought significant changes to the 
patterns of production, distribution, and consumption of digital content in Indonesia, including the 

increased spread of pornographic content thru cyberspace. This phenomenon poses serious 

challenges in the enforcement of criminal law due to the complex, anonymous, and transnational nature 
of digital crimes. This research aims to analyze the regulation of pornography offenses in Indonesia, 

law enforcement from the perspective of national criminal law reform, and the effectiveness of law 

enforcement in addressing digital pornography. The research method used is normative legal research 
with a legislative approach and a conceptual approach. The legal materials used consist of primary, 

secondary, and tertiary legal materials that are analyzed qualitatively thru descriptive methods. The 

research results show that pornography offenses in Indonesia are regulated by Law Number 44 of 2008 
on Pornography, Law Number 1 of 2023 on the Criminal Code, and the Electronic Information and 

Transactions Law. However, the diversity of these regulations still creates the potential for normative 

disharmony, overlapping regulations, and multiple interpretations of the definitions and scope of 
prohibited acts. Law enforcement against pornography crimes shows a shift from a repressive approach 

to a preventive and educational approach in line with the direction of national criminal law reform. 

Nevertheless, its implementation still faces obstacles from the aspects of legal substance, legal 
structure, and the legal culture of society. The effectiveness of law enforcement against digital 

pornography is still not optimal due to the rapid development of technology, the limited capacity of law 

enforcement officers, and the low digital literacy of the public. Therefore, regulatory harmonization, 
institutional strengthening, and increasing public legal awareness are necessary to achieve effective, 

adaptive, and just law enforcement. 
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INTRODUCTION 
The development of information and communication technology in the last two decades has 

brought significant transformation to the social life of Indonesian society, especially in the patterns of 

production, distribution, and consumption of digital information. The increasingly accessible internet, 
relatively low connection costs, and high penetration of smartphone usage have made cyberspace an 

inseparable part of people's daily activities. On one hand, this development brings significant benefits 

to education, the digital economy, and freedom of expression. However, on the other hand, 
technological advancements have also given rise to various new forms of crime, one of which is 

pornography offenses that are now developing in digital form and crossing national borders. 

Pornographic content no longer circulates thru conventional media; instead, it spreads rapidly thru 
social media, messaging apps, video-sharing sites, streaming services, and even artificial intelligence 

(AI)-based platforms capable of generating manipulative visual material like deepfake pornography 

(Wulandari et al., 2023). 
This phenomenon shows that pornography in the digital era has different characteristics 

compared to conventional pornography. Its dissemination is anonymous, massive, rapid, difficult to 

trace, and can be accessed at any time by various age groups, including children. In practice, 
pornography-related crimes often intersect with other offenses such as sexual extortion (sextortion), 

online child sexual exploitation, human trafficking, personal data abuse, and online gender-based 

violence. This condition places pornography not only as a matter of morality but also as a matter of law, 
digital security, and human rights protection. Therefore, the state is required to implement criminal law 

policies that are adaptive to changes in digital crime patterns (Kurniawan et al., 2023). 

Normatively, Indonesia has several legal instruments to address pornography offenses. The main 
regulation is found in Law Number 44 of 2008 concerning Pornography, which prohibits the production, 

distribution, dissemination, import, export, rental, and possession of certain pornographic materials. In 

addition, regulations regarding decency are also found in Law Number 1 of 2023 on the National 
Criminal Code (KUHP), as well as Law Number 19 of 2016 on Amendments to the Law on Electronic 

Information and Transactions, which regulates the distribution of indecent content thru electronic media. 

The presence of these various regulations indicates that the state has been striving to build a sufficiently 
comprehensive legal framework to address pornography. However, the numerous regulations 

governing similar issues also give rise to problems of norm synchronization, overlapping authorities, 

and uncertainty in law enforcement on the ground (Handoko, 2023). 
In the perspective of criminal law, law enforcement against pornography offenses should not only 

focus on punishing the perpetrators but also include efforts for prevention, victim protection, social 

rehabilitation, and fostering public legal awareness. However, reality shows that law enforcement still 
faces various obstacles. From the perspective of legal substance, several formulations of norms such 

as "violating decency," "pornographic content," or "nudity that exploits sexuality" remain ambiguous and 

have the potential to cause disparities in law enforcement. From the perspective of legal structure, law 
enforcement officers often face limitations in digital forensics capabilities, limitations in electronic 

evidence tools, and difficulties in tracing perpetrators who use anonymous accounts or foreign servers. 

Meanwhile, from the perspective of legal culture, there is still low digital literacy among the public and 
a tendency to normalize the spread of sexual content in cyberspace (Banjarnahor & Faridah, 2023). 

Another increasingly relevant issue is the weak protection for victims. In many cases, victims 

actually experience revictimization due to the redistribution of intimate content without consent, social 
stigma, online bullying, and even prolonged psychological pressure. Female and child victims are the 

most vulnerable groups in such cases. Several recent studies show that the mechanisms for content 

removal (take down), psychological rehabilitation of victims, and restoration of victims' reputations are 
still not functioning optimally. Legal handling often focuses more on punishing the perpetrator rather 

than rehabilitating the victim, even tho a victim-centered justice approach is increasingly becoming a 

demand in modern legal systems (Meisya & Arsawati, 2023). 
On the other hand, the establishment of the National Criminal Code thru Law Number 1 of 2023 

is an important milestone in the reform of Indonesia's criminal law. The new Penal Code is expected to 

provide a more modern, just, and nationally aligned codification of criminal law. However, the existence 
of various special laws outside the KUHP, including the Pornography Law and the ITE Law, raises 

questions about the relationship between general criminal law and special criminal law. If not 

harmonized well, it can lead to dualism in regulation, norm conflicts, and inconsistencies in sentencing 
for the same act. This condition indicates that the reform of criminal law has not fully addressed the 

challenges of law enforcement in the field of digital pornography. 

Based on a review of previous research, most studies still focus on the normative analysis of the 
Pornography Law, the effectiveness of the ITE Law, or specific case studies on the dissemination of 
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immoral content on social media. Previous research also tends to discuss pornography merely as a 
moral issue, without comprehensively linking it to the national criminal law reform agenda following the 

enactment of the 2023 Criminal Code. Moreover, there is still limited research specifically examining 

the harmonization between the new Penal Code, the Pornography Law, and the ITE Law in the context 
of cyber pornography, victim protection, as well as the development of new technologies such as AI-

generated pornography and deepfake sexual content. 

 
RESEARCH METHOD 

This research uses a type of normative legal research, which focuses on the study of legal norms 

found in legislation and court decisions relevant to the issues being examined (Marzuki, 2021). The 
approach used in this research is the statute approach and the conceptual approach. The statute 

approach is conducted by examining various regulations related to pornography offenses, specifically 

Law Number 44 of 2008 on Pornography and Law Number 1 of 2023 on the Criminal Code. Meanwhile, 
the conceptual approach is used to understand legal concepts related to law enforcement, criminal 

offenses, and national criminal law reform (Ibrahim, 2020). 

The sources of legal materials used in this research consist of primary legal materials, secondary 
legal materials, and tertiary legal materials. Primary legal materials include regulations related to the 

research object, while secondary legal materials consist of books, scientific journals, and previous 

research relevant to the research topic. The tertiary legal materials include legal dictionaries and 
encyclopedias that support the understanding of legal terms (Soekanto & Mamudji, 2018). 

The technique for collecting legal materials is carried out thru library research, which involves 

gathering and reviewing various literature related to the research problem. Subsequently, the analysis 
of legal materials is conducted qualitatively using descriptive analysis methods, which involves 

explaining and interpreting the collected legal materials to obtain systematic and comprehensive 

conclusions. 
 

RESULTS AND DISCUSSION 
Regulation of Pornography Crimes in Indonesian Positive Law 

The regulation of pornography offenses in Indonesia is specifically governed by Law Number 44 
of 2008 concerning Pornography. This law serves as the main legal basis for regulating various forms 

of acts categorized as pornography, whether in the form of production, distribution, dissemination, or 

use of pornographic content. In this law, pornography is defined as images, sketches, illustrations, 
photos, writings, sounds, noises, moving images, animations, conversations, body movements, or other 

forms of messages thru various communication media that contain obscenity or sexual exploitation that 

violate moral norms (Law 44 of 2008). 
The regulation regarding the prohibition of pornography is stipulated in Article 4 paragraph (1), 

which states; "That every person is prohibited from producing, creating, reproducing, duplicating, 

disseminating, broadcasting, importing, exporting, offering, selling, or providing pornography." 
This provision indicates that the scope of the prohibition is not limited to the main perpetrators 

but also includes all parties involved in the production to distribution process. Seeing that the character 

of the regulation in the law tends to be repressive, with an emphasis on prohibition and the imposition 
of criminal sanctions. However, this approach has not yet been fully balanced with adequate preventive 

efforts, such as public education and the enhancement of digital literacy. As a result, although legal 

norms have been quite extensively regulated, violations continue to occur, especially in the digital 
space. In practice, it has been found that the implementation of these laws still faces various challenges, 

particularly in the context of digital technology development. The spread of pornographic content thru 

social media and digital platforms is often difficult to control, thus limiting the effectiveness of legal 
regulations. 

In addition, regulations regarding pornography in the digital space are also governed by the 

Electronic Information and Transactions Law (ITE). In Article 27 paragraph (1), it is emphasized that 
any person intentionally and without right is prohibited from distributing, transmitting, and/or making 

accessible electronic information that contains immoral content. This provision expands the scope of 

pornography regulation into the cyber realm, thus being able to encompass forms of digital pornography 
that are not detailed in the Pornography Law. 

The severity of this sanction reflects the state's seriousness in protecting moral values from 

various forms of violations. Along with the development of information technology, regulations related 
to pornography have also been strengthened thru Law Number 11 of 2008 concerning Information and 

Electronic Transactions as amended by Law Number 19 of 2016. In Article 27 paragraph (1), it is 

emphasized :  
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"That every person who intentionally and without right distributes, transmits, and/or makes 
accessible electronic information containing immoral content may be subject to criminal sanctions." 

(Djubaedah, 2012) The sanctions are regulated in Article 45 paragraph (1), which stipulates a maximum 

prison sentence of 6 (six) years and/or a maximum fine of Rp1,000,000,000.⁵ This provision indicates 
that the law has made efforts to anticipate the spread of pornography in the increasingly developing 

digital space (Article 27). 

Regarding criminal sanctions, the Pornography Law stipulates severe penalties as an effort to 
combat this crime. "Article 29 states that violations of pornography provisions can be punished with 

imprisonment for a minimum of 6 (six) months and a maximum of 12 (twelve) years, as well as fines of 

at least Rp250,000,000.00 and at most Rp6,000,000,000.00" (Article 29). 
Additionally, the definition of pornography in Law Number 44 of 2008 often leads to multiple 

interpretations, especially in determining the boundaries between artistic expression, culture, and 

violations of decency. This shows that although normative regulations are available, there are still 
weaknesses in the formulation of norms that impact their implementation in the field (Kurniawan et al., 

2023). However, the regulations in both laws still leave several normative issues unresolved. One of 

them is the use of the term "decency," which is general in nature and has the potential to cause multiple 
interpretations in law enforcement. Moreover, the existence of regulations scattered across several laws 

also has the potential to cause overlaps in their application in the field. Thus, the regulation of 

pornography offenses in Indonesian positive law has a sufficiently strong normative foundation. 
However, in its implementation, harmonization and adjustment to technological developments and the 

dynamics of social society are still needed so that the regulation can run effectively (Ministry of 

Communication 2024). Thus, it can be concluded that the regulation of pornography offenses in 
Indonesia has been addressed in various legal instruments, both general and specific. However, the 

diversity of these regulations requires harmonization to create legal certainty and effectiveness in law 

enforcement. 
 

Law Enforcement against Pornography Crimes in the Perspective of National Criminal Law 

Reform 

Law enforcement against pornography offenses based on Law Number 44 of 2008 concerning 
Pornography cannot be separated from the dynamics of national criminal law development, especially 
after the enactment of Law Number 1 of 2023 concerning the Criminal Code. This reform of criminal 
law brings consequences for the need for adjustments and harmonization in law enforcement, including 
in cases of pornography. (Law No. 1 of 2023). Law enforcement is the process of realizing legal norms 
in the practical life of society, involving law enforcement agencies such as the police, the prosecutor's 
office, and the courts (Soekanto, 2019). In the context of pornography crimes, law enforcement is not 
only based on Law Number 44 of 2008 concerning Pornography but also involves other legal 
instruments such as Law Number 1 of 2023 concerning the Criminal Code (KUHP) and the Electronic 
Information and Transactions Law (ITE), especially in cases related to the dissemination of content thru 
digital media. These provisions are an important foundation in law enforcement, including in 
pornography cases, as they demand clarity of norms to prevent arbitrary interpretations by law 
enforcement officials (Mulyadi, 2023). 

In practice, law enforcement against pornography offenses often uses a multi-instrument 
approach, which involves applying more than one regulation to a single act. For example, perpetrators 
of spreading pornographic content thru social media can be charged under the Pornography Law as 
well as Article 27 paragraph (1) of the ITE Law. This approach provides flexibility for law enforcement 
officers in prosecuting offenders, but on the other hand, it has the potential to create legal certainty 
issues if not accompanied by clear guidelines (Banjarnahor & Faridah, 2023). although the principle of 
legality has been emphasized, there are still issues in its application, especially when dealing with 
general norms such as "decency." The ambiguity of this limitation has the potential to cause differences 
in interpretation, thereby reducing legal certainty in the enforcement of pornography offenses. In the 
perspective of national criminal law reform, law enforcement is no longer solely oriented toward 
punishment (retributive), but also emphasizes preventive and restorative approaches. The reform of 
criminal law aims to create a legal system that is more responsive to societal developments and capable 
of providing optimal protection for the community (Arief, 2011). This is relevant in the context of 
pornography offenses, considering that the impact is not only individual but also widely affects social 
morals and order. However, the implementation of law enforcement still faces various obstacles. From 
the aspect of legal substance, there is still disharmony between the Pornography Law, the Criminal 
Code, and the ITE Law, which has the potential to cause overlapping regulations. From the aspect of 
legal structure, the limited capacity of law enforcement officers in handling technology-based crimes 
presents its own challenge. Meanwhile, from the aspect of legal culture, there are still differing 
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perceptions in society regarding the boundaries of pornography, which also affect the effectiveness of 
law enforcement (Soekanto, 2019). 

Moreover, in the digital era, law enforcement against pornography crimes faces higher 
complexities, such as the use of anonymous accounts, cross-jurisdictional issues, and data storage on 
foreign servers. This condition demands an increase in the capacity of law enforcement officers, as well 
as cross-sector and cross-country cooperation in addressing digital pornography crimes (Wulandari et 
al., 2023). Thus, law enforcement against pornography crimes in the perspective of national criminal 
law reform requires a comprehensive approach, not only thru regulatory harmonization but also thru 
institutional strengthening, capacity building of law enforcement officers, and adaptation to the 
developments in information technology. This is important to achieve effective, fair law enforcement 
and provide legal certainty for the community. With the existence of Law Number 1 of 2023 concerning 
the Criminal Code, it is expected to provide clarity and legal certainty in the regulation of morality-related 
crimes, including pornography. The new Criminal Code adopts a more systematic and integrated 
approach, which is expected to reduce the overlapping regulations that have been occurring (Arief, 
2022). 

 
The Effectiveness of Law Enforcement and Challenges in Addressing Digital Pornography 

The effectiveness of law enforcement against pornography crimes is an important indicator in 

assessing the extent to which the law can function optimally in society. In this context, the effectiveness 

of the law is not only determined by the existence of clear regulations but also by the capability of law 
enforcement officers and the level of legal awareness in society. According to the theory of legal 

effectiveness, the success of law enforcement is influenced by three main factors, namely the 

substance of the law, the structure of the law, and the culture of the law (Soekanto, 2019). In recent 
developments, the phenomenon of digital pornography in Indonesia still shows a quite significant level. 

Based on data from the Ministry of Communication and Digital, during the period from October 2024 to 

May 2025, the government has addressed approximately 1.8 million negative content in the digital 
space, of which around 380,000 are pornographic content. This indicates that about 21% of the total 

negative content circulating on the internet is related to pornography (Jubaedah, 2021). Additionally, in 

the previous period, from October 2024 to March 2025, out of a total of approximately 1.35 million 
negative content, 233,552 were pornographic content, which shows a range of about 17% (Suseno 

2023). 

From the aspect of legal structure, the effectiveness of law enforcement is also influenced by the 
capacity and professionalism of law enforcement officers. In practice, the handling of digital 

pornography crimes faces technical obstacles, such as difficulties in tracking perpetrators who use 

anonymous identities, the use of technologies like virtual private networks (VPN), and data storage on 
foreign servers. This indicates that the technical capabilities of law enforcement officers still need to be 

improved to keep pace with the development of information technology (Wulandari et al., 2023). 

Furthermore, from the aspect of legal culture, the low legal awareness of the community is one of the 
factors hindering the effectiveness of law enforcement. The high consumption of digital content, 

including pornography, as well as the social tolerance toward the dissemination of such content on 

social media, indicates that legal norms have not yet been fully internalized within society. In addition, 
economic factors and popular culture also contribute to the proliferation of the production and 

distribution of pornographic content (Meisya & Arsawati, 2023). In the context of digital pornography, 

the existence of the ITE Law plays an important role in addressing crimes committed thru electronic 
media. However, the effectiveness of its implementation still faces challenges, particularly in terms of 

digital evidence and cross-border jurisdiction. This demands broader cooperation, both among 

domestic law enforcement agencies and international cooperation. 
Thus, the effectiveness of law enforcement against pornography crimes in Indonesia still faces 

various obstacles, both from juridical and sociological aspects. Therefore, comprehensive efforts are 

needed, including the harmonization of legislation, the enhancement of law enforcement officials' 
capacity in the field of information technology, and the strengthening of public legal awareness. These 

efforts are expected to achieve more effective law enforcement in addressing the development of digital 

pornography in Indonesia. , the researchers concluded that the effectiveness of the implementation of 
pornography criminal provisions as regulated in Law Number 44 of 2008 on Pornography in addressing 

the phenomenon of digital pornography in Indonesia is still not optimal. This is evident from the still high 

rate of pornography content dissemination in the digital space, which indicates that the existence of 
legal norms has not yet fully been able to control the development of technology-based crimes. The 

reform of national criminal law thru the new Penal Code is a positive step in the effort to improve the 

criminal justice system in Indonesia. 
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CONCLUSION 
Based on the research and discussion results, it can be concluded that the regulation of 

pornography offenses in Indonesia has been governed by various legal instruments, namely Law 

Number 44 of 2008 on Pornography, Law Number 1 of 2023 on the Criminal Code (KUHP), and the 
Electronic Information and Transactions Law (ITE). Nevertheless, the diversity of these regulations still 

poses a potential for normative disharmony, particularly concerning the definition of pornography and 

the scope of prohibited acts. Law enforcement against pornography crimes from the perspective of 
national criminal law reform shows that the approach used is not only repressive but also aims at 

preventive and educational efforts. However, in practice, law enforcement still faces various obstacles, 

both from the aspect of legal substance, legal structure, and the legal culture of society. The 
effectiveness of law enforcement against pornography crimes, especially in the digital context, is still 

not optimal. This is caused by the rapid development of technology, the limited capacity of law 

enforcement officers in handling cybercrime, and the low legal awareness of the public. In addition, the 
existence of legal obstacles such as the disharmony of regulations and the multiple interpretations of 

norms also affects the effectiveness of law enforcement in Indonesia. 

 Based on the research conclusions, several recommendations can be made to improve the 
effectiveness of law enforcement against pornography crimes in Indonesia, including the need for the 

government to harmonize regulations governing pornography crimes, particularly between the 

Pornography Law, the Criminal Code, and the Electronic Information and Transactions Law, in order to 
avoid overlapping norms, ambiguous regulations, and to ensure legal certainty in their application. In 

addition, law enforcement officers need to enhance their capacity, professionalism, and competence, 

especially in the fields of information technology, digital forensics, and handling cybercrime, in order to 
respond to the increasingly complex developments in digital-based pornography crime methods. 

Strengthening the role of the community is also important thru increasing legal awareness, 

digital literacy, and education about the negative impacts of the spread and consumption of 
pornography content, so that prevention efforts can be carried out participatively. Furthermore, 

considering the cross-regional and transnational nature of digital pornography crimes, stronger 

cooperation is needed between domestic agencies and between countries, whether in information 
exchange, tracking perpetrators, blocking access to illegal content, or law enforcement processes. With 

these measures, the system for combating pornography crimes in Indonesia is expected to operate 

more effectively, adaptively, and in line with the developments in information technology. 
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	The severity of this sanction reflects the state's seriousness in protecting moral values from various forms of violations. Along with the development of information technology, regulations related to pornography have also been strengthened thru Law N...
	"That every person who intentionally and without right distributes, transmits, and/or makes accessible electronic information containing immoral content may be subject to criminal sanctions." (Djubaedah, 2012) The sanctions are regulated in Article 45...
	Regarding criminal sanctions, the Pornography Law stipulates severe penalties as an effort to combat this crime. "Article 29 states that violations of pornography provisions can be punished with imprisonment for a minimum of 6 (six) months and a maxim...
	Additionally, the definition of pornography in Law Number 44 of 2008 often leads to multiple interpretations, especially in determining the boundaries between artistic expression, culture, and violations of decency. This shows that although normative ...
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	The effectiveness of law enforcement against pornography crimes is an important indicator in assessing the extent to which the law can function optimally in society. In this context, the effectiveness of the law is not only determined by the existence...
	From the aspect of legal structure, the effectiveness of law enforcement is also influenced by the capacity and professionalism of law enforcement officers. In practice, the handling of digital pornography crimes faces technical obstacles, such as dif...
	Thus, the effectiveness of law enforcement against pornography crimes in Indonesia still faces various obstacles, both from juridical and sociological aspects. Therefore, comprehensive efforts are needed, including the harmonization of legislation, th...
	CONCLUSION
	Based on the research and discussion results, it can be concluded that the regulation of pornography offenses in Indonesia has been governed by various legal instruments, namely Law Number 44 of 2008 on Pornography, Law Number 1 of 2023 on the Crimina...
	Based on the research conclusions, several recommendations can be made to improve the effectiveness of law enforcement against pornography crimes in Indonesia, including the need for the government to harmonize regulations governing pornography crim...
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