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Abstract 

 

Cyber fraud reporting in Indonesia has become increasingly important as financial losses caused by 
digital fraud continue to increase. However, the effectiveness of initial responses remains strongly 

influenced by the quality and timeliness of initial reports. This study aims to identify bottlenecks in the 

current cyber fraud reporting pipeline and design a more responsive triage-based reporting flow. The 
study employs a qualitative approach using process analysis combined with design science research. 

The research stages begin with mapping the current reporting flow, or as-is condition, followed by 

bottleneck analysis at each stage of the reporting process, including victim awareness, evidence 
collection, reporting channels, verification, and routing to administrative or criminal mechanisms. The 

findings indicate four main issues: delays in the initial phase, heterogeneity of initial reports, 

fragmentation of reporting entry points and routing weaknesses, and gaps in initial case readiness. 
Based on these findings, this study proposes a to-be reporting flow that does not alter the downstream 

administrative or criminal mechanisms, but improves the upstream process through report verification 

and post-reporting triage. The proposed triage classifies reports into three categories: immediate 
handling, follow-up handling, and reports requiring further completion. This model is expected to 

improve the quality of incoming reports, reduce the burden of initial verification, and support more 

structured and targeted initial responses to cyber fraud cases. The contribution of this research lies in 
integrating as-is flow mapping, bottleneck identification, and triage flow design into a single conceptual 

framework for improving cyber fraud reporting. 
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INTRODUCTION  

The development of digital technology has expanded the space for people's economic and 
social interactions, but at the same time it has also increased exposure to various forms of cybercrime, 

especially cyber fraud that utilizes social engineering, impersonation, phishing, conversational 

applications, and electronic fund transfers. Recent literature shows that online fraud is no longer 
understood as an individual incident, but as a form of high-impact cybercrime that causes financial 

losses, psychological distress, reporting difficulties, and coordination problems at the initial response 

stage (Dadà et al., 2025). 
In Indonesia, the urgency of this problem can be seen from the scale of reports and the value 

of losses that continue to grow. The Financial Services Authority noted that from November 22, 2024 

to December 28, 2025, the Indonesia Anti-Scam Centre (IASC) has received 411,055 reports with a 
total reported loss of around IDR 9 trillion, but the funds that have been blocked or rescued are only 

around IDR 402.5 billion. The gap between the amount of reported losses and the small proportion of 

funds successfully secured shows that the effectiveness of handling is determined not only by the 
capabilities of advanced investigations, but also by the quality, completeness, and speed of the initial 

reporting process (Financial Services Authority, 2026). 

Previous research has addressed cyber fraud from several important angles, but the focus is 
still on different aspects. A number of studies examined factors that influence victims to report, including 

the level of loss, perceptions of the authorities, and the belief that reporting will result in real action 

(Koning et al., 2025). Other research highlights the public's willingness to hand over digital evidence in 
investigations, demonstrating the importance of the role of victims in shaping the quality of initial reports 

(Ingemarsson & Johansson, 2025). On the other hand, some studies emphasize more on victims' 

emotional experiences, victimization patterns, and victim's vulnerability in various forms of online fraud 
(Wang, 2024). The direction of the study is important for understanding victim behavior and post-

mortization experiences, but it has not specifically focused on how reporting flows are designed so that 

incoming reports can be assessed and followed up effectively. 
On the institutional side, previous research also showed that cybercrime handling still faces 

various operational obstacles, such as variations in the quality of initial reports, verification burdens, 

limited decision standardization, and the need for cross-institutional coordination (Leukfeldt et al., 2025). 
In addition, incident reporting in a cyber context is understood not only as a means of documentation, 

but as an initial mechanism that affects the quality of the response and the effectiveness of subsequent 

handling (Busetti & Scanni, 2025). These findings reinforce that the key issue lies not only in the follow-
up investigation, but also in how the report was first received, verified, and directed. 

In the realm of digital forensics, research attention is more directed to evidence strategies, 

digital evidence integrity, acquisition methodologies, anti-forensics, and chain of custody preservation 
(Horsman, 2023). These studies are very relevant to explain the importance of the quality of digital 

evidence from the early stages. However, the discussion is still more dominant on the technical aspects 

of evidence management and the investigation process, rather than on the design of the flow of 
reporting cyber fraud by victims as the initial entrance to the handling system. In practice, initial evidence 

in cyber fraud cases is often first collected by the victim himself in the form of evidence of transfers, 

conversations, account identities, account numbers, and chronology of events. When the initial 
evidence is incomplete, unstructured, or not immediately validated, the burden of analysis will shift to 

the next stage and potentially cause delays in handling (Surakanti et al., 2025). 

Based on the development of the research, the discussion of the flow of cyber fraud reporting 
as a cross-stage process is still relatively limited, especially in mapping obstacles at each stage from 

the time the victim realizes the fraud, collects initial evidence, chooses the reporting channel, undergoes 

verification, until the report is directed to the administrative or criminal route. In fact, in the case of cyber 
fraud, any delay in the early stages can reduce the chances of stopping the flow of funds, slowing down 

the validation of reports, and reducing the readiness of the case for immediate follow-up (Busetti & 

Scanni, 2025; Leukfeldt et al., 2025). 
In this context, the existence of a triage flow is very important because it serves as an initial 

screening mechanism to assess the urgency of the report, the completeness of the initial evidence, and 

the most appropriate handling direction. The triage flow not only helps to speed up the identification of 
reports that are of a nature Time-sensitive, but also reduces the risk of misrouting handling, duplication 

of processes, and a buildup of reports that are not ready to be acted upon. Thus, triage cannot be seen 

as a mere administrative add-on, but rather as a core component that determines the speed, accuracy, 
and effectiveness of the initial response to cyber fraud (Busetti & Scanni, 2025; Horsman, 2023). 
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Therefore, the purpose of this study is to identify bottlenecks or obstacles at each stage of the 
current cyber fraud reporting flow, then use these findings as a basis to design a more responsive, 

structured, and time-sensitive reporting triage flow. Through this goal, this research not only stops at 

mapping problems in the existing flow, but also produces a process improvement design that can 
support the quality of initial reporting and strengthen the handling of cyber fraud more effectively. 

 

RESEARCH METHOD 
This study uses a qualitative approach based on process analysis combined with Design 

Science Research. This approach was chosen because the object of the study includes a series of 

interconnected activities in handling cyber fraud, starting from the victim realizing the existence of fraud, 
collecting initial evidence, choosing a reporting channel, undergoing verification, until the report is 

directed to administrative or criminal channels. In the handling study Cybercrime, barriers are often 

caused not only by the complexity of the case, but also by the design of the workflow, the quality of the 
initial report, as well as the burden of decision-making at the verification stage (Leukfeldt et al., 2025). 

Therefore, the main objective of this study is not only to identify existing barriers, but also to design a 

conceptual artifact in the form of reporting triage flows as a solution that can be applied in the context 
of real problems (Hevner et al., 2024). This research was carried out in two main stages: first, 

identification bottleneck on the current cyber fraud reporting pipeline (as-is), and second, the design of 

triage flows as a model of the proposed process (to-be) which is expected to increase the efficiency 
and effectiveness of handling cyber fraud cases. 

The main material in this study consists of three important components: first, the current flow 

of cyber fraud reporting (as-is) which serves as the main unit of analysis, second, documents and 
contextual information related to the reporting process and initial handling of cyber fraud that are used 

to understand each stage, decision point, and relationship between actors in the process, and third, 

relevant scientific literature that serves as a conceptual basis for analyzing process barriers, quality of 
initial evidence, and decision-making at the verification stage (Horsman, 2023; Leukfeldt et al., 2025). 

Use of the flow as-is aims to ensure that the analysis bottleneck is based on a representation of real 

processes, as obstacles often arise in the relationships between stages, rather than in a single stand-
alone activity (Tang et al., 2023). Analysis bottleneck This is done sequentially by tracing the entire 

reporting pipeline from start to finish, identifying potential bottlenecks that could disrupt the initial 

response and affect the quality of the report. To maintain consistency in the analysis, identify bottleneck 
using four main dimensions, namely response time, completeness of initial evidence, clarity Routing, 

and verification loads. 

After bottleneck The next stage is to design a triage flow of cyber fraud reporting (to-be) to 
improve the efficiency and accuracy of the reporting process. Any bottlenecks found translate into a 

process design need that can be implemented in practice to improve reporting flows (Hevner et al., 

2024). The draft is built on three main criteria: urgency of time, completeness of initial evidence, and 
direction of follow-up. Urgency of time refers to the need for a prompt response, especially in cases 

where it is still possible to stop the flow of funds, while completeness of initial evidence includes 

minimum elements such as chronology of events, proof of transactions, identity of account or account 
number, as well as evidence of relevant communications. Follow-up directions determine whether the 

report needs to be directed to administrative, criminal, or requires further completion (Horsman, 2023; 

Leukfeldt et al., 2025). This triage flow serves as an initial screening mechanism that can improve 
speed, consistency, and accuracy Routing reports, as well as prioritizing reports that require immediate 

action to ensure more effective handling. Validation is conducted to assess the relevance of the issue, 

design coherence, and potential usability of the model in responding to existing barriers to the ongoing 
reporting flow (Bérubé et al., 2025). The main output of this study is the map bottleneck in the current 

cyber fraud reporting flow and the triage flow design which is expected to increase responsiveness, 

accuracy, and efficiency in handling cyber fraud cases as a whole (Moutinho et al., 2024). 
 

RESULTS AND DISCUSSION  

Implementation of the As-Is Reporting Flow 
 Figure 1 shows the flow of cyber fraud reporting (as-is) which represents the stages From the 

time the victim realized that he had been the target of fraud until the case moved to the administrative 

or criminal route. This flow shows that the handling process does not start from the institution, but from 
the victim's initial actions in recognizing the incident, collecting evidence, and choosing the reporting 

channel. After the report is received, the process continues to the verification and analysis stage, then 

directed to the handling path according to the decision at that stage. 
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Figure 1. Cyber Fraud Reporting Flow (As-Is) 

 
In general, the as-is flow in Figure 1 consists of six main stages. The first stage is the victim 

being aware of the fraud. The second stage is the collection of evidence by the victim. The third stage 

is reporting, which can be It is carried out through a one-stop portal or the police. The fourth stage is 
the verification and analysis of reports. The fifth stage is branching to the administrative or criminal 

route. The sixth stage is the result of follow-up, in the form of blocking accounts on the administrative 

route or the prosecution and trial process on the criminal route. 
a. Stage 1: The victim realizes the scam 

The first stage begins when the victim realizes that he or she has experienced cyber fraud. 

At this point, the victim begins to identify that the digital interaction that occurs, such as 
communication through messages, transfer requests, certain links, or transactions made, is not a 

normal activity but part of a fraud scheme. In Figure 3.1, this stage becomes the entrance to the 

entire process because without the victim's awareness, no further steps can be taken. 
Processally, this stage seems simple, but it is substantively important. The speed with 

which the victim is aware of the incident will greatly affect the speed of the next process. The sooner 

the victim recognizes the existence of fraud, the greater the opportunity to immediately collect 
evidence, submit a report, and encourage follow-up actions that are still relevant to the flow of funds 

and digital footprint. 

 
b. Stage 2: Evidence collection by the victim 

After realizing the fraud, the victim enters the second stage, which is to collect initial 

evidence. As shown in Figure 3.1, the evidence collected includes five main components, namely 
evidence of transfer, evidence of conversation, account data belonging to the victim, account data 

of the fraudster, and chronology of events. These five components form an initial information 

package that will be brought to the reporting stage. 
 

At this stage, the victim basically does initial documentation of the incident experienced. 

Proof of the transfer is needed to show the movement of funds. Conversation evidence is used to 
describe the interaction with the perpetrator. The victim's account data and the fraudster's account 

are the basis for the identification of transactions. Meanwhile, the chronology serves to compile the 

sequence of events so that the report can be understood in its entirety. In the context of the as-is 
flow, the quality of the evidence collected at this stage will greatly affect the next stage of verification. 
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c. Stage 3: Reporting 
The third stage is reporting, which in Figure 3.1 is described as the initial branching point. 

Once the evidence is gathered, the victim can choose one of two reporting entry points. The first 

lane is the one-stop portal, shown in Figure 3.1 as the iasc.ojk.go.id. The second lane is the police, 
which in Figure 3.1 is stated as the Police Report (LP). 

The existence of these two channels shows that cyber fraud reporting in practice does not 

take place through a single door. Victims can choose an administrative channel that is closer to the 
needs of handling financial transactions, or a criminal channel through reporting to the police. In the 

implementation of the as-is flow, these two channels are both formal entrances to reports, but both 

will then come down to the verification and analysis stage of the report. 
 

d. Stage 4: Verify and analyze the report 

The fourth stage is the verification and analysis of the report. In Figure 3.1, this stage 
receives the flow of reports from both channels, both from the one-stop portal and from the police. 

This shows that after the report is submitted, the next process does not immediately go into the final 

action, but first through the initial examination stage. 
Based on the information in Figure 3.1, this stage includes two main activities, namely the 

validation of the initial evidence and the initial action and the follow-up decision. The validation of 

the initial evidence means assessing whether the evidence brought by the victim is sufficient to 
support the report. The initial action and the follow-up decision means determining whether the 

report will be directed to the administrative route or to the criminal route. Thus, the verification and 

analysis stage serves as a connecting point between the incoming report and the next direction of 
handling. 

Structurally, this stage can be understood as the main decision node in the as-is flow. At 

this point, the report, which was initially only a collection of information from the victim, began to be 
processed as the basis for decision-making. 

 

e. Stage 5: Handling line 
After the verification and analysis stage is completed, the report moves to the handling 

path, which in Figure 3.1 is visualized as a branching point to two directions, namely the 

administrative path and the criminal path. 
1) Administrative path 

In the administrative path, the verified report is directed to the coordination stage to the 

bank. This stage shows that administrative handling focuses on communication and follow-up 
with financial institutions, especially when the report relates to the transfer of funds to the 

perpetrator's account. After coordination is carried out, the process moves to the stage of 

blocking the perpetrator's account. In Figure 3.1, the blocking of the account becomes the main 
output of the administrative path before the process ends. 

Operationally, this path places the purpose of handling on attempts to terminate or 

restrict access to the account used by the perpetrator. In other words, the main orientation of 
the administrative path is rapid action against financial instruments involved in fraudulent 

incidents. 

2) Criminal Path 
In the criminal route, the report is directed to the advanced stage of the legal process, 

which in Figure 3.1 is stated as an investigation > investigation. This means that the report that 

has been verified and deemed suitable for criminal processing will enter the formal legal 
mechanism. After that, the flow continues to the prosecution and trial stages, which become 

the final output of the criminal route before the process ends. 

Operationally, this path is oriented towards proving and enforcing the law. Unlike the 
administrative path that emphasizes the termination or restriction of access to accounts, the 

criminal path is directed at juridical follow-up to the reported acts. 

 
f. Stage 6: End of the process 

The final stage in Figure 3.1 is indicated by the End symbol, which indicates that the 

reporting process has reached the output according to its handling path. On the administrative path, 
the end of the process is reached after the blocking of the perpetrator's account. On the criminal 

path, the end of the process is reached after prosecution and trial. 

Thus, Figure 3.1 shows that the cyber fraud reporting flow is not a single linear process, 
but a gradual process that starts at the victim's initiative, passes through the verification stage, and 
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then branches off into two main forms of response. From an implementation perspective, Figure 
3.1 confirms that the quality of the initial process largely determines the direction and final outcome 

of the handling. 

Based on the description per stage, the implementation of the as-is flow in Figure 3.1 shows 
three main characters. First, the process relies heavily on the initial actions of the victim, especially 

at the stage of awareness and evidence collection. Second, reporting still uses more than one entry 

route, namely the one-stop portal and the police. Third, all variations of reports ultimately meet at 
the verification and analysis stage before deciding whether to move to the administrative or criminal 

route. 

 
Bottleneck Analysis of the As-Is Reporting Flow 

 Bottleneck analysis is carried out by tracing each stage in Figure 3.1 to see the points that have 

the most potential to hinder the smooth running of the process. In this context, Bottlenecks are not 
understood solely as slow stages, but as points that limit the quality and speed of subsequent follow-

up. In handling Cybercrime, obstacles such as delays in reporting, as well as the challenge of reading 

and prioritizing cases are real problems in police practice. 
Table 1. Bottleneck Analysis at each stage of the cyber-is fraud reporting pipeline 

Reporting 

Stage 

Main Activities Potential 

Bottlenecks 

Law enforcement 

perspective 

Process 

implications 

Stage 1: The 

victim realizes 
the scam 

The victim 
begins to 

recognize that 

the interaction or 
transaction 

experienced is a 

fraud. 

Delay in 
recognition, which is 

the gap between the 

incident and the 
victim's awareness 

to act (Horsman, 

2022). 

This delay reduces 

the chances of 

receiving a report 
that is still close to 

the time of the 

incident and still 
has initial follow-up 

value. 

The slower the 
victim realizes the 

incident, the 

narrower the 
space for a quick 

response at the 

next stage. 

Stage 2: 

Evidence 

collection by 
the victim 

The victim 
prepares proof 

of transfers, 

conversations, 
account data, 

and chronology. 

Evidence 
heterogeneity, i.e. 

initial evidence 

tends to be 
scattered, not 

uniform, and not 

always arranged 
chronologically 

(Horsman, 2023). 

A non-uniform 

package of 
evidence makes it 

difficult to read the 

initial case and 
hinders the 

formation of the 

case picture. 

The verification 

stage became 
more difficult 

because the 

officers had to 
cover up the lack 

of information from 

the initial report. 

Stage 3: 

Reporting via a 
one-stop portal 

or a police 

report 

The victim chose 
the channel to 

enter the report. 

Multi-entry 
fragmentation, 

which is the 

presence of more 
than one entry path 

that can result in 

different report 
formats and the 

most appropriate 

channel uncertainty 
(Koning et al., 

2025). 

Variations in report 
formats make it 

difficult to 

aggregate data, 
map patterns, and 

prioritize early. 

The initial process 

is not uniform and 

the screening load 
increases. 

Stage 4: Verify 
and analyze 

the report 

Initial evidence 

check, report 
base validation, 

and follow-up 

decision. 

High screening 
burden, i.e. all 

variations of reports 

meet at one point 
without a strong 

enough initial 

classification 
(Leukfeldt et al., 

2025). 

This stage is a high 
burden point 
because it 
determines 
whether the report 
is ready for follow-
up or still needs 
completion. 

The risk of 
queues, decision 

delays, and 

inconsistencies of 
initial assessment 

increases. 

Handling line 
Determine 
whether the 

Routing ambiguity, 
which is the 

The initial 
misdirection can 

Potential rework, 
reassignment of 
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report moves to 
the 

administrative or 

criminal route. 

direction of handling 
is highly dependent 

on the quality of the 

verification stage 
decision (Horsman, 

2022). 

delay actions that 
should be quick or 

include cases that 

are not ready for 
criminal 

prosecution. 

cases, and waste 
of handling time. 

Stage 5A: 

Coordination to 
the bank 

Administrative 
follow-up to the 

financial 

institution. 

Inter-organizational 
dependency, i.e. the 
speed of action 
depends on the 
adequacy of the 
initial data and 
cross-party 
coordination (Khan, 
2024). 

From a law 
enforcement 

perspective, 

prompt 
administrative 

action relies 

heavily on the 
availability of 

minimum elements 

such as 
transaction 

identities and 

related accounts 

Lack of data in the 

early stages 
reduces the 

effectiveness of 

administrative 
measures 

Stage 6A: 

Blocking the 
perpetrator's 

account 

Attempts to 
terminate or 

restrict access to 

the perpetrator's 
account. 

Diminishing 
response value, i.e. 

the effectiveness of 

this stage is greatly 
influenced by the 

quality and speed of 

the previous stages 
(Horsman, 2023). 

From the point of 

view of law 

enforcement, 
blocking is not just 

a downstream 

action, but the 
result of the 

readiness of 

evidence and the 
accuracy of the 

process from the 

beginning. 

The weaker the 

upstream process, 
the less chance of 

administrative 

outputs having a 
meaningful 

impact. 

Stage 5B: 

Continuation of 

legal 
proceedings 

(investigation 

to 
investigation) 

The case moves 
to a formal legal 

mechanism. 

Case readiness 

gap, i.e. not all 

incoming reports 
are ready enough to 

be processed 

legally (Horsman, 
2022). 

From the point of 

view of law 

enforcement, 
immature reports 

will result in 

repeated 
clarifications and 

slow down the 

deepening of the 
case. 

The criminal path 
absorbs more time 

to improve the 

quality of input 
from the initial 

stage. 

Stage 6B: 
Prosecution 

and trial 

The case 
proceeded to 

formal proof. 

Carry-over 
bottleneck, i.e. 

weaknesses in the 

early stages carried 
over to the proof 

stage (Khan, 2024). 

From the 

perspective of law 
enforcement, the 

quality of the initial 

report and the 
structure of the 

evidence affect the 

consistency of the 
narrative of the 

case until the final 

stage. 

Weaknesses in 

the upstream have 

the potential to 
become 

weaknesses in 

proving 
downstream. 

 

Table 1 shows that the bottleneck in the as-is flow is not concentrated at just one point, but is 

spread from the upstream to downstream phases. However, analytically, there are three most decisive 
nodes, namely the collection of initial evidence, verification and analysis of reports, and decisions on 

the handling path. These three are critical because it is at this point that the quality of information, the 

readiness of the case, and the direction of follow-up meet at once (Leukfeldt et al., 2025). 
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From a law enforcement perspective, the two most obvious consequences of the as-is flow are 
an increased screening burden at the early stages and a decreased readiness for cases to be processed 

appropriately from the start. When reports come of highly variable quality, officers must allocate more 

effort to assess whether a case requires swift action, needs completion, or is ready to be forwarded to 
the criminal justice system. At the same time, the digital investigation literature confirms that the quality 

of initial evidence and consistent initial decisions greatly affect the efficiency of subsequent follow-up 

(Horsman, 2022). 
Based on these findings, this bottleneck analysis resulted in four core issues described in Table 2.   

Table 2. Results of As-Is Handling Flow Bottleneck Analysis 

No. Core Issues Issue 
Description 

Example of a Field Situation Implications for 
Handling 

1 There is a delay 

in the upstream 
phase 

The delay from 

the time the 
victim realized 

the incident until 

the initial 
evidence was 

ready to be 

reported. 

The victim only realized the 

fraud a few hours or a few 
days after the transfer was 

made because previously they 

still believed that the 
perpetrator would send the 

goods, refund the funds, or 

provide a follow-up 
explanation. 

The chances of taking 

quick action are 
getting smaller, 

especially if the funds 

have been transferred 
again or the 

perpetrator's 

communication has 
been cut off. 

2 There is a 

heterogeneity of 
reports 

Variations in the 

quality and 
structure of the 

initial evidence 

that aggravate 
verification. 

Some victims came with only 

screenshots of conversations 
without proof of transfer, while 

other victims only brought 

account mutations without a 
clear chronology. 

The verification stage 

becomes more difficult 
because officers must 

first rearrange the 

information that is 
scattered before 

determining follow-up 

steps. 
3 There is 

gateway 

fragmentation 
and routing 

vulnerabilities 

As a result, not 

all reports are 

immediately 
directed to the 

most relevant 

path. 

The victim reported to one 

channel in the hope that the 

perpetrator's account would 
be blocked immediately, but 

the incoming report was not 

clear enough to be directly 
forwarded to the 

administrative route; on the 

other hand, the report that was 
actually more suitable for legal 

deepening did not have an 

adequate information 
structure. 

There is a risk of 

mishandling, 

duplication of 
reporting, or delays 

because the report 

needs to be moved or 
re-clarified. 

4 There is a gap 

in case 
readiness 

Not all reports 

that enter the 
legal channels 

are really ready 

for further 
processing. 

The report has entered the 

criminal route, but the initial 
evidence is still limited, the 

identity of the destination 

account is unclear, and the 
chronology of events is still 

partial. 

The legal process 

requires repeated 
additional 

clarifications so that 

the burden of handling 
increases and follow-

up becomes slower. 

 
Proposed New Reporting Flow (To-Be) 

Based on the results of the analysis bottleneck, this study does not propose changes to the 

administrative or criminal handling pathways that have been running, but rather focuses on 
improvements at the stage before the report enters the node of the handling path. Thus, the design of 

the new flow (to-be) in this study is front-end process redesign, i.e. improve the mechanism of receiving, 

filtering, and grouping reports after the victim collects initial evidence, but before the report is directed 
to administrative or criminal channels. 

This approach was chosen because the results of the analysis showed that the main obstacle 

did not lie in the existence of the treatment line itself, but in the quality Input which entered the initial 
verification and decision stage. Therefore, the study maintains the existing advanced handling structure, 
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but adds a new layer of the process after Phase 2, namely Intake structured reports and initial triage of 
reports. The goal is that reports that enter the verification stage are no longer in too heterogeneous 

conditions, but have passed the initial screening process based on their handling needs. Thus, the new 

flow serves not only as a procedural sequence, but also as a more targeted initial screening mechanism 
according to Figure 2. 

Figure 2. Proposed Cyber Fraud Handling (To-be) Pipeline 
 

a. Report Verification Stage 

After the report is submitted through the available reporting channels, either through the 
OJK one-stop portal or through a report to the Police, the report enters the report verification stage. 

In the to-be flow, this stage becomes the initial checkpoint to ensure that the received report has 

sufficient information and minimum documents to be processed further. Thus, report verification 
serves as the initial stage after formal reporting, before the report enters the triage process. 

In this study, report verification includes two main activities, namely initial evidence 

validation and minimum file completeness. Initial evidence validation is carried out by checking 
whether the report has been accompanied by the required minimum elements, such as a brief 

chronology, proof of transfer if any, conversation evidence, and the identity of the account or related 

accounts. Meanwhile, a minimum file completeness check is carried out to assess whether the 
available documents are sufficient to support the needs of administrative and criminal follow-up. 

In this to-be draft, the completeness of the minimum file is not only understood as proof of 

transactions and chronology of events, but also includes reporting documents to the Police, at least 
in the form of proof that a report has been submitted or a Police Report (LP) number if available. 

The addition of this element is considered important because this study places the reporting flow 

not only on administrative needs, but also on the readiness of the report to move more oriented 
towards the relevant handling path. In other words, victims at the stage of fulfilling the minimum file 

are encouraged to not only prepare proof of transactions and communication evidence, but also 

report to the police so that the incoming reports have more complete document support. 
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Through this approach, the verification stage not only checks whether the report "exists", 
but also whether the report has a minimum level of readiness to be read by two handling interests, 

namely administrative interests and legal interests. If the available documents are inadequate, then 

the report can still be processed at the initial level, but it will be more likely to be categorized as a 
report that still needs completion at the triage stage. 

The main function of the report verification stage in the to-be flow is to reduce the 

heterogeneity of the report from the beginning of the handling process. In the as-is flow, the variation 
in the quality of the report is directly met at the verification and analysis stages without any clear 

separation of handling needs. In the to-be flow, report verification is maintained as an initial stage 

that checks the basis of the report information as well as the completeness of the minimum 
documents, so that the next triage can be carried out on the report that has been read and validated 

initially. Thus, report verification serves as an initial checkpoint before the report is further classified 

at the triage stage. 
 

b. Triage Stage of Reporting 

After passing the report verification, the report enters the reporting triage stage. This stage 
is the core of the changes to the pipeline to-be, because it is at this point that the report is sorted to 

determine the level of initial handling needs. The placement of triage after report verification was 

chosen because triage requires the report to have been pre-read, pre-validated, and have sufficient 
basic elements to be assessed. Thus, triage is not done before the report enters the system, but 

after the report has been received and goes through an initial check at the verification stage. This 

logic is in line with the principle of Triaging which emphasizes the importance of systematic and 
transparent initial decisions (Horsman, 2022). In this study, triage was carried out based on two 

main parameters. 

Table 3. Reporting Triage Parameters 

No. Triage Parameters Explanation 

1. Time gap between incident and reporting It is used to assess the time proximity 

between the reported event and when the 
report is received. The closer the time 

interval, the greater the need for a faster 

initial response. This opens up the possibility 
that the victim's funds can still be recovered 

if the report is handled promptly. 

2. Completeness of the initial evidence Sufficiency of minimum information such as 
chronology of events, proof of transfer, proof 

of conversation, and identity of the account 

or related account. 

Triage in this study is not intended as a final assessment of whether the report is correct or 

not. Triage serves as an initial classification mechanism to help compile the order of handling, 

reduce the heterogeneity of reports in the post-verification stage, and improve the accuracy of 
transferring reports to the next process. 

The results of triage in this study are classified into three categories, namely Immediate 

Handling, Advanced Handling, and Need Completeness. 
1) Prompt Handling 

The Immediate Handling category is given to reports that have a relatively close time 

gap to reporting and have been supported by sufficient minimum initial evidence to be read 
quickly. In this category, reports are seen as having a higher initial response need because the 

follow-up value is still large. Therefore, reports in this category need to be prioritized to be 

immediately forwarded to the next stage so that administrative, criminal, or both can be decided 
in parallel according to the substance of the report. 

2) Advanced Handling 

 The Advanced Handling category is given to reports that are substantially clear enough 
to be processed further, but not all of the elements demand the quickest response or still require 

more systematic deepening in the next process. In this category, reports can still be forwarded 

to the handling path, but with a more targeted approach and not as urgent as the first category. 
This category is important to ensure that a sufficiently decent report moves to the next process 

without having to be entirely treated as a high-priority report. 
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3) Need Completeness 
 The Need for Completeness category is given to reports that do not have sufficient 

information quality to be directly forwarded to the next handling process. In this category, the 

main focus is not directed at core follow-up, but rather on strengthening the report's minimum 
elements, such as compiling a clearer chronology, adding proof of transactions, completing 

conversation evidence, or clarifying the identity of accounts and related accounts. 

 Conform to the flow to-be If the triage results show the category of Completeness 
Required, then the report is returned to the report verification stage. This return aims to ensure 

that the completed report can be re-examined on the aspect of initial evidence validation before 

being submitted again to the triage stage. Thus, the verification stage not only serves as an 
initial check after reporting, but also as a point of strengthening the report when the triage 

results show that the available information is inadequate. 

 
CONCLUSION  

This study aims to understand how existing cyber fraud reporting flows affect the quality of initial 

responses to reports. The results of the study suggest that the main problem lies not only in the 
availability of reporting channels, but also in the design of the process before reports enter the handling 

path. The mapping of as-is flows reveals obstacles in the early phases of reporting, varying quality of 

evidence, high verification burden, and lack of initial screening mechanisms. To address this issue, this 
study proposes a new reporting flow (to-be) that includes structured report intake and post-reporting 

triage. This triage model classifies reports into immediate priority, advanced priority, and need 

completeness, which is expected to make the report more structured and ready for further processing. 
The main contribution of this study is the incorporation of as-is flow analysis, bottleneck 

identification, and to-be flow design, which provides solutions to improve the quality of reporting and 

decision-making in the early phases of cyber fraud handling. By improving the reporting process before 
entering the handling path, this triage model is expected to reduce the heterogeneity of incoming 

reports, simplify the verification process, and accelerate decision-making. This is important to ensure 

that reports are processed appropriately and in accordance with the relevant handling needs. 
However, this study has limitations, such as being only at the stage of process analysis and 

conceptual design without empirical testing in the field. The analysis relies on flow mapping and 

literature synthesis, without greater operational data or institutional internal access. In addition, the 
proposed triage mechanism is still in the form of a conceptual model. Further research needs expert 

validation and empirical evaluation, such as case simulation or to-be flow implementation testing, to 

ensure the effectiveness of the model in improving the speed and accuracy of handling cyber fraud 
reports. 
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	Figure 1 shows the flow of cyber fraud reporting (as-is) which represents the stages From the time the victim realized that he had been the target of fraud until the case moved to the administrative or criminal route. This flow shows that the handli...
	Figure 1. Cyber Fraud Reporting Flow (As-Is)
	In general, the as-is flow in Figure 1 consists of six main stages. The first stage is the victim being aware of the fraud. The second stage is the collection of evidence by the victim. The third stage is reporting, which can be It is carried out thr...
	a. Stage 1: The victim realizes the scam
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