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Abstract 

 
Advances in information and communication technology have driven an increase in online buying and 

selling activities among the public. The convenience of electronic transactions has had a positive impact 

on commercial activities; however, it has also given rise to various legal issues, one of which is the 
criminal offense of fraud in online transactions. Such fraud is generally committed through social media, 

marketplaces, or other digital platforms using fake identities, false information, or deceptive tactics that 

result in financial losses for consumers. This study aims to analyze the legal framework governing 
criminal fraud in electronic transaction-based buying and selling and to examine the relationship 

between the provisions of Law No. 1 of 2023 on the Criminal Code and the Law on Information and 

Electronic Transactions in addressing online buying and selling fraud. The research method used is 
normative legal research with a legislative approach and a conceptual approach. The results of the 

study indicate that criminal acts of fraud in online sales and purchases are regulated in Articles 492, 

493, 495, and 497 of the Criminal Code, while in electronic transactions, they are also related to the 
provisions of the Electronic Information and Transactions Law.  
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INTRODUCTION  
Indonesia is committed to building the Indonesian State as the foundation for creating an orderly 

national and state life. The 1945 Constitution of the Republic of Indonesia states that the objectives of 

the state include protecting the state and all Indonesian people, realizing general welfare, educating the 
nation, and playing a role in creating world order based on freedom, eternal peace, and social justice. 

Therefore, effective law enforcement is necessary to maintain order and provide protection to the public 

from various forms of legal violations. 
By nature, humans are social beings who enjoy interacting with others, yet they also possess 

individual traits. The current development of information and communication technology has made it 

easier for people to receive and disseminate information to a wide audience. These advancements 
allow people to communicate without being limited by distance or time. Furthermore, information 

technology also makes it easier for everyone to access information, expand their knowledge, and build 

broader networks, thereby bringing about significant social changes in people’s lives. One such change 
is evident in the emergence of online buying and selling systems—commercial activities involving 

sellers and buyers via electronic media in the digital realm. In these transactions, the parties do not 

meet in person, and payments are typically made via bank transfer. 
Through online shopping platforms, many practices previously common in conventional 

transactions are beginning to decline, as people are now able to meet their needs more conveniently. 

Consumers can easily search for, gather, and compare information about the goods and services they 
want through electronic media. However, the growth of electronic transactions has also given rise to 

various legal issues, one of which is the rise in fraud in online shopping.  

In online transactions, there are digital sales agreements, which can take the form of a direct 
agreement between the parties via chat. Alternatively, when using an online marketplace, the 

agreement is considered finalized once the buyer adds items to the cart and pays the transaction 

amount, after which the seller processes the order and ships the items ordered by the buyer. However, 
the process is not that simple, as legal issues arising from online sales cases have revealed that online 

sales agreements are highly susceptible to fraud.  

The risk of fraud in online transactions can actually be minimized if the transactions are conducted 
through official e-commerce platforms such as Tokopedia, Lazada, Bukalapak, Shopee, and others. 

These platforms are generally equipped with security systems and transaction mechanisms designed 

to reduce the likelihood of fraud, making them considered safer than direct transactions between sellers 
and buyers without a digital platform intermediary. However, in practice, criminal fraud in electronic 

transactions still frequently occurs. This situation may be influenced by suboptimal law enforcement as 

well as ongoing challenges faced by law enforcement officials in effectively applying legal provisions 
related to electronic transactions. 

An act may be classified as a criminal offense if it meets the element of unlawfulness. The element 

of the act in a criminal offense constitutes an objective assessment of the actions taken by the 
perpetrator. The nature of unlawfulness is generally known by the term “wederechtelijke,” but various 

legal provisions also use other terms such as “without right,” “without permission,” “exceeding authority,” 

or “not in accordance with the provisions set forth in the law.” The use of these various terms essentially 
indicates the existence of actions that conflict with the law and norms prevailing in society. 

Legally, fraud is a property-related criminal offense governed by Law No. 1 of 2023 on the 

Criminal Code. In the new Criminal Code, provisions regarding fraud are found in Chapter XXVII, which 
covers various forms of fraudulent criminal offenses regulated from Articles 492 through 510 of the 

Criminal Code. Fraud in electronic transactions is not only related to the provisions of the Criminal Code 

but is also closely linked to the Law on Information and Electronic Transactions, particularly the 
provisions regarding the dissemination of false and misleading information that harms consumers in 

electronic transactions. Therefore, addressing criminal fraud in online buying and selling requires 

coordination between general criminal law and special criminal law to provide effective legal protection 
for the public. 

Based on the above discussion, the criminal offense of fraud in online transactions is an important 

issue to examine, as the development of digital technology continues to increase the potential for 
electronic-based crimes. Through this study, the author will analyze the legal framework governing the 

criminal offense of fraud in online transactions and examine the relationship between the provisions in 

Law No. 1 of 2023 on theand the provisions of Law No. 1 of 2024 on the Second Amendment to Law 
No. 11 of 2008 on Electronic Information and Transactions in the handling of fraud involving electronic 

transactions. 
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RESEARCH METHOD  
The research method employed is a normative legal approach, involving an analysis of theories 

and concepts related to the issues examined in this study. This study focuses on the legal framework 

regarding criminal fraud in online sales and purchases from the perspective of Law No. 1 of 2023 on 
the Criminal Code and its relationship with Law No. 1 of 2024 on the Second Amendment to Law No. 

11 of 2008 on Electronic Information and Transactions. 

 The research approaches used are the statute approach and the conceptual approach. The 
statutory approach involves examining various regulations related to criminal fraud in electronic 

transactions, specifically the Criminal Code (KUHP) and the Electronic Information and Transactions 

Law (UU ITE). Meanwhile, the conceptual approach involves analyzing legal concepts regarding 
criminal offenses, fraud, electronic transactions, and criminal liability and sanctions. 

 

RESULTS AND DISCUSSION  
Legal Regulations on Criminal Fraud in Electronic Transaction-Based Sales and Purchases 

The term “criminal offense” derives from the term “strafbaarfeit” in Dutch criminal law. A criminal 

offense is a term that embodies a fundamental concept in legal science. Therefore, a criminal offense 
has an abstract meaning distinct from concrete events in the field of criminal law; consequently, it must 

be defined in scientific terms. Meanwhile, the term "fraud" derives from the word "tipu," which means 

an act or statement that is dishonest, false, or deceptive, with the intent to mislead, outwit, or gain an 
advantage. Fraud is an act that causes harm to others. Fraud is typically committed to obtain a benefit—

whether for oneself or for others—and this benefit can be either material or abstract. The elements of a 

criminal offense under the Criminal Code generally consist of two parts: subjective elements and 
objective elements. Subjective elements are those inherent in the perpetrator or related to the 

perpetrator’s person, and include everything contained within their mind. Objective elements, on the 

other hand, are those related to the circumstances under which the perpetrator’s actions must be carried 
out. 

Law No. 1 of 2023 on the Criminal Code, in Chapter XXVII, regulates fraudulent acts; in a broader 

sense, this criminal offense is referred to as “bedrog.” In Chapter XXVII, “bedrog” encompasses various 
forms of fraud, which are regulated in Articles 492 through 510 of the Criminal Code. Fraud, whether 

conventional or online, is fundamentally the same; the distinction lies in the means by which the act is 

committed, namely the use of electronic systems such as computers, the internet, and 
telecommunications devices. Legally, online fraud is treated the same as conventional offenses 

regulated in the Criminal Code (KUHP). 

In general, the crime of fraud is regulated under Article 492 of the Criminal Code, which states: 
“Any person who, with the intent to unlawfully benefit themselves or another person by using a false 

name or false status, employs deceit or a series of false statements, induces a person to surrender 

property, grant a loan, acknowledge a debt, or discharge a debt, shall be punished for fraud with 
imprisonment for a maximum of 4 (four) years or a fine of up to Category V.” This provision is exhaustive 

and governs the criminal offense of fraud, specifically the act of inducing another person by using a 

false name, a false position, deceit, or a series of false statements, thereby causing the victim to 
surrender property, incur a debt, or discharge a debt. In this criminal offense, the loss occurs because 

the victim voluntarily hands over property or rights as a result of believing the perpetrator’s deception. 

Fraud is a property-related criminal offense and is considered complete when the victim performs the 
act as intended by the perpetrator. A key element of this provision is the causal link between the 

deception employed by the perpetrator and the victim’s action that results in the loss. 

With regard to fraud in sales or trade under Article 493 of the Criminal Code, which states, “A 
seller who defrauds a buyer shall be punished by imprisonment for a maximum of 2 (two) years or a 

fine of up to Category IV, if the seller: a. delivers goods other than those specified by the buyer; or b. 

misrepresents the condition, nature, or quantity of the goods delivered.” Furthermore, Article 495 of the 
Criminal Code states that, “Any person who commits an act by fraudulent means causing another 

person to suffer economic loss, through a false representation or by failing to disclose the actual 

circumstances, shall be punished by imprisonment for a maximum of 1 (one) year or a fine not 
exceeding Category II.” The provisions in this Article are intended to protect consumers from fraudulent 

acts in the commercial sphere committed by sellers. In the commercial sphere, sellers may make false 

representations regarding the nature or condition of the Goods they sell or fail to truthfully disclose the 
nature or condition of such Goods, causing consumers to purchase Goods that do not meet their 

expectations or are not commensurate with the costs they have incurred.  

In the context of modern commerce, including online transactions, these provisions apply to 
business operators or sellers who provide false information regarding the goods being traded, such as 
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the quality of the goods, the authenticity of the products, the condition of the goods, or the identity of 
the business operator. The elements contained in Article 495 of the Criminal Code consist of: 

1. Any Person 
This element indicates that the legal subject of this criminal offense can be anyone, whether an 

individual or a party involved in commercial activities. 
2. Committing the act by fraudulent means 

This element emphasizes the existence of actions carried out dishonestly or through deception 
to obtain a specific benefit. Fraudulent acts may include the manipulation of information, the 
provision of false statements, or other actions that mislead others. 

3. Causing others to suffer economic loss 
This element requires that the victim suffer a loss, particularly one related to property or 

economic value. Such loss is a direct consequence of the fraudulent actions committed by the 
perpetrator. 

4. Through false statements or by failing to disclose the actual circumstances 
This element describes the manner or method in which the act was committed, namely providing 

false statements or information and concealing facts or actual conditions that the other party should 
have known. In online transactions, this element may involve a seller listing product specification 
that do not match reality, using fake photos, or failing to disclose product defects to the buyer. 

In addition, Article 497 of the Criminal Code states that, “Any person who makes it a livelihood or 

habit to purchase goods with the intent to take possession of such goods for themselves or others 
without paying in full shall be punished by imprisonment for a maximum of 5 (five) years or a fine of up 

to Category V.” The provisions of this Article are intended to protect against fraudulent acts in the world 

of commerce committed by consumers who fail to pay the full price of purchased goods. To be 
punishable under this provision, the consumer’s actions must be committed repeatedly, indicating that 

such conduct constitutes a livelihood or habit.  

Such acts are considered criminal offenses if committed repeatedly to the extent that they become 
the perpetrator’s livelihood or habit. In the context of online commerce, this provision applies to 

individuals who intentionally purchase goods through electronic transactions but have no intention of 

completing payment. The elements of Article 497 of the Criminal Code are as follows: 

1. Any Person 
This element indicates that the legal subject of this criminal offense can be anyone, whether 

an individual or a party involved in commercial activities. 
2. Making it a livelihood or a habit 

This element confirms that the act was committed repeatedly and continuously, not just once, 
thus indicating the existence of a specific pattern or habit.  

3. Purchasing Goods 
The act of making a purchase transaction for a particular item.  

4. With the intent to take possession of the item for oneself or another person 
The perpetrator intends to possess or take control of the purchased goods, whether for 

personal use or for the benefit of another party.  
5. Without settling the payment 

This element indicates bad faith on the part of the perpetrator, as they failed to fulfill their 
obligation to pay for the goods they had received. 

Based on these two provisions, Law No. 1 of 2023 on the Criminal Code provides legal protection 

against various forms of fraud in commercial activities, whether committed by sellers or consumers. 

Article 495 of the Criminal Code focuses on protecting consumers from fraudulent acts by sellers 
through false representations or the concealment of the actual condition of goods, thereby causing 

economic loss to the buyer. Meanwhile, Article 497 of the Criminal Code provides protection for 

business operators against fraudulent acts by consumers who intentionally purchase goods without 
paying for them and do so repeatedly as a habit or means of livelihood. Thus, these two articles 

demonstrate that the new Criminal Code seeks to establish a balance of legal protection in commercial 

relationships to ensure honest, fair, and good-faith transactions. 
 

The Relationship Between the Criminal Code and the Electronic Information and Transactions 

Law in the Handling of Fraud in Electronic Transactions 
Essentially, online buying and selling is a form of commercial activity conducted in the digital 

space without any physical meeting between the seller and the buyer. Therefore, legal protection for 

consumers in online transactions generally remains subject to the legal provisions applicable to 
conventional transactions. The difference lies in the medium used, as online transactions rely on 

telecommunications devices and the internet as the primary means of conducting transactions. The 
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cyber-based nature of electronic transactions allows parties—both sellers and buyers—to use fake 
identities or disguise their identities and store names, making the process of investigation and law 

enforcement more difficult in the event of a dispute or criminal fraud. 

Legally speaking, online fraud is essentially similar to the crime of fraud as defined in the Criminal 
Code. Therefore, the imposition of criminal penalties on perpetrators must be based on the provisions 

of criminal law that were in effect prior to the commission of the offense, in accordance with the principle 

of legality in criminal law. On the other hand, criminal acts of fraud in electronic transactions are also 
related to the provisions of Law No. 11 of 2008 on Electronic Information and Transactions, as amended 

by Law No. 1 of 2024.  

The relationship between the Criminal Code (KUHP) and the Electronic Information and 
Transactions Law (UU ITE) in addressing online sales fraud demonstrates the connection between 

general criminal law and special criminal law. The Criminal Code generally regulates fraud as a criminal 

offense against property, while the Electronic Information and Transactions Law specifically address 
the misuse of electronic media in digital transactions. Thus, in law enforcement practice, law 

enforcement officials may apply provisions of both the Criminal Code and the ITE Law in accordance 

with the characteristics of the acts committed by the perpetrator. The application of these two 
regulations is also related to the principle of lex specialis derogat legi generali, namely that specific 

provisions take precedence over general provisions. 

Article 28(1) of the ITE Law states: “Any person who intentionally and without authorization 
disseminates false and misleading information that causes consumer harm in electronic transactions.” 

This provision is closely linked to the growth of digital commerce, which enables transactions to be 

conducted without direct face-to-face contact. In online buying and selling, this provision can be applied 
to perpetrators who intentionally provide false information regarding the goods or services being traded, 

thereby causing harm to consumers. Such acts may include the use of misleading product photos, the 

provision of false specifications, or the dissemination of misleading information to attract buyers. The 
elements of Article 28(1) of the ITE Law consist of: 

1. Any Person 
This provision indicates that the legal subject in this criminal offense can be anyone, whether 

an individual or a party involved in an electronic transaction. 
2. Intentionally 

This element confirms the perpetrator’s intent in committing the act. The perpetrator is aware 
of and intends to disseminate the false information to achieve a specific objective. 

3. Without authority 
This element indicates that the act was committed without a legal basis or legitimate authority 

under the law. 
4. Spreading false and misleading news 

This element constitutes the core of the criminal offense, namely the act of conveying or 
disseminating false information that could mislead others, particularly consumers in electronic 
transactions. 

5. Causing consumer losses in electronic transactions 
This element emphasizes that the perpetrator’s act must result in harm suffered by consumers 

in electronic transactions, whether material or other forms of harm. 
To determine whether a person has violated Article 28(1) of the ITE Law or not, several 

implementation guidelines must be considered, including the following: 

1. The criminal offense under Article 28(1) of the ITE Law does not criminalize the act of spreading 
false news (hoaxes) in general, but rather the act of spreading such false news that falls within the 
context of electronic transactions; 

2. In the case of such hoax news or information transmitted via messaging apps, online broadcasting, 
websites/social media, marketplaces, advertisements, and/or other transaction services through 
electronic systems; 

3. In electronic transactions, this may take the form of a contract between a business operator/seller 
and a consumer and the buyer; 

4. Section 28(1) of the ITE Law cannot be applied to a party that has breached its contractual 
obligations and/or a party experiencing force majeure; 

5. Article 28(1) of the ITE Law constitutes a material offense, so the consumer’s losses resulting from 
false news must be calculated and their value determined, in the context of compensation or 
restitution; 

6. The definition of “consumer” in Article 28(1) of the ITE Law refers to consumer protection. 
Under the regulations governing criminal fraud in electronic transactions, perpetrators proven to 

have committed such acts may be subject to criminal penalties in accordance with the provisions of the 
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Criminal Code (KUHP) and the Electronic Information and Transactions Law (UU ITE). The imposition 
of these criminal penalties aims to deter perpetrators, protect the public from losses resulting from online 

fraud, and ensure legal certainty and order in electronic transactions. The penalty for perpetrators under 

Article 493 of the Criminal Code is imprisonment for a maximum of 4 (four) years or a fine of up to 
Category V, amounting to Rp500,000,000 (five hundred million rupiah). Furthermore, Article 495 of the 

Criminal Code provides for imprisonment for a maximum of 1 (one) year, or a fine of up to Category II 

amounting to Rp10,000,000 (ten million rupiah). Finally, Article 497 provides for imprisonment for a 
maximum of 5 (five) years, or a fine of up to Category V, amounting to Rp500,000,000 (five hundred 

million rupiah). 

The criminal penalties for online fraud under the ITE Law are set forth in Article 45A(1), which 
states: “Any person who intentionally and without authorization disseminates false and misleading 

information that results in consumer losses in electronic transactions as referred to in Article 28(1) shall 

be punished by imprisonment for a maximum of 6 (six) years and/or a fine of up to Rp1,000,000,000 
(one billion rupiah).” With these penalty provisions in place, both the Criminal Code and the ITE Law 

provide legal protection for the public against various forms of fraud in online sales transactions.  

 
CONCLUSION  

Criminal fraud in online transactions is a form of crime that has evolved alongside advances in 

technology and electronic transactions. In Law No. 1 of 2023 on the Criminal Code, provisions regarding 
fraud are contained in Articles 492, 495, and 497, which provide legal protection against various forms 

of commercial fraud. Additionally, fraud in electronic transactions is also regulated under Article 28(1) 

of the ITE Law, which pertains to the dissemination of false and misleading information that harms 
consumers. 

The interconnection between the Criminal Code (KUHP) and the Electronic Information and 

Transactions Law (UU ITE) demonstrates the relationship between general criminal law and special 
criminal law in addressing online sales fraud. Perpetrators of online sales fraud may be subject to 

criminal penalties, including imprisonment and fines, in accordance with the provisions of both the 

Criminal Code and the Electronic Information and Transactions Law. Thus, these regulations are 
expected to provide legal protection and serve as a deterrent against perpetrators of fraud in electronic 

transactions. 
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