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Abstract

The rapid advancement of technology has significantly impacted various aspects of society, particularly
in the field of trade conducted through electronic systems. One important innovation emerging from this
development is the smart contract. However, alongside these advancements, new challenges have
arisen, especially technical vulnerabilities that can occur at any time. Although smart contracts offer
increased efficiency and security, they remain inherently susceptible to bugs. Therefore, this study aims
to analyze the potential losses caused by bugs in smart contracts within electronic trading systems, as
well as to examine how existing legal instruments protect parties harmed by such bugs. This research
employs a normative legal methodology, utilizing statutory and conceptual approaches, and relies on
secondary data obtained through a literature review. The findings indicate that bugs in smart contracts
used in electronic trading can result in both material and immaterial losses for users. Furthermore, legal
protection to mitigate such losses is supported by two main pillars: preventive protection and repressive
protection, both of which are guaranteed under Indonesian positive law. Thus, the findings show that
although Indonesia does not yet have specific legislation explicitly regulating smart contracts, legal
protection for aggrieved parties is still available through the existing legal framework, including the
Electronic Information and Transactions Law (UU ITE), the Consumer Protection Law (UU PK),
Government Regulation on Electronic Systems and Transactions (PP PSTE), and Government
Regulation on Trading Through Electronic Systems (PP PMSE) which collectively cover protection
aspects in technology-based trade transactions.
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INTRODUCTION

The rapid pace of technological advancements has significantly impacted various aspects of
community life, particularly in trade conducted through electronic systems. One notable example of this
technological innovation is the existence of smart contracts. Smart contracts are an advanced evolution
of blockchain technology (Fahlevi & Fitriana, 2024). A smart contract is a software program that
functions as a digital agreement within a blockchain database system, designed to implement protocols
that enable the automatic execution of agreement clauses between the parties (Adhijoso, 2019). This
concept was introduced by Nick Szabo, who described smart contracts as "...a computerized
transaction protocol that executes the terms of a contract" (Cieplak & Leefatt, 2017). Consequently,
smart contracts in electronic trade systems are considered an ideal solution to accelerate transaction
processes due to their ability to reduce reliance on third parties (Frantz & Nowostawski, 2016).

To date, the development of smart contracts has shown a positive trend, with significant
advancements and applications. Smart contracts have been widely utilized in transactions/trades of
digital assets such as cryptocurrencies, non-fungible tokens (NFTs), and e-commerce systems
(Tanumihardjo & Putra, 2022). According to data from DappRadar, 12,779 applications are operating
226,665 smart contracts, with 1.77 million daily active users (Pintu Academy, 2023). Additionally,
blockchain platforms such as Cardano have recorded significant growth in implementing smart
contracts. In January 2024, the number of smart contracts on the Cardano network increased by 67%,
reaching 24,050 contracts (Fakhriani, 2024). These figures indicate that smart contracts are
increasingly trusted as a primary instrument in electronic trade systems.

However, these developments also pose new challenges, particularly concerning technical
issues that may arise at any time. While smart contracts promise enhanced efficiency and security, they
are not without risks, particularly the risk of bugs. In electronic systems, a bug refers to an error,
imperfection, or defect in the software code that causes the program to behave unexpectedly (Azhar &
Rochimah, 2016). Several platforms, including Opensea, SushiSwap, and Solana, have experienced
concrete examples of such bugs. These three cases resulted in total losses exceeding $25 million
(Marcellova, 2024; Prasasti, 2022; Zela, 2024). Such incidents demonstrate that smart contract bugs
can cause financial harm and infringe on user rights. Accordingly, bugs in smart contracts create new
legal dilemmas, particularly concerning the legal certainty of protection for users engaging in electronic
system-based trade.

In line with this, legal scholars have highlighted the challenges arising from the rapid
advancement of technology, particularly in smart contracts. Bambang Pratama, Coordinator of the
Information and Communication Technology Law Cluster at the Department of Business Law, Bina
Nusantara University, in his article titled "Legal Challenges in Facing ICT Innovation", emphasizes that
legal polemics may arise if the rapid development of technologies such as smart contracts or blockchain
is implemented without concrete legal instruments. He argues that legal regulations will continuously
lag because technological products evolve in tandem with advancements in science and knowledge
(Pratama, 2018). Therefore, in the context of smart contracts, legal protection is a key element that
must be prioritized to ensure that users have legal certainty.

The urgency of legal protection is further reinforced by the guarantee provided in Article 28G
paragraph (1) of the 1945 Constitution of the Republic of Indonesia, which states that "everyone shall
have the right to the protection of themselves, their family, honor, dignity, and property under their
possession." This principle aligns with the views of Philipus M. Hadjon in the Theory of Legal Protection,
which emphasizes the importance of safeguarding human dignity, honor, and the fundamental rights of
legal subjects (Wamafma et al., 2023). Therefore, the concept of protection within the context of smart
contracts in trading through electronic systems becomes crucial, considering the risk of bugs caused
by business actors' errors, which may lead to losses for parties engaging in such smart contracts.

In the context of the Indonesian legal system, smart contracts have received normative
recognition through Law No. 19 of 2016, which amends Law No. 11 of 2008 concerning Electronic
Information and Transactions (ITE Law). Under this legal provision, smart contracts fall within the scope
of “electronic contracts,” as stated in Article 1 point (17), which defines an electronic contract as an
agreement made by an electronic system. The electronic system itself, as defined in Article 1 point (5),
refers to a set of electronic devices and procedures used to manage information. Based on this
framework, smart contracts can be classified as legally valid agreements under Indonesia’s positive law
(Fahlevi & Fitriana, 2024). However, to date, smart contracts are not yet governed by specific technical
regulations concerning protection against coding errors or bugs that may cause harm to one of the
parties. When such risk results in loss, there is a pressing need for legal regulation that can ensure
certainty of protection in the use of smart contracts within the electronic system trade.
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Previous studies on smart contracts have not specifically addressed this issue. Gabriella Rachel
Mansula (2023) highlights legal protection when transactions through smart contracts on the blockchain
fail to function. Meanwhile, Hesti Ayu Wahyuni et al. (2023) discuss the application of smart contracts
in e-commerce transactions from the perspective of Indonesian civil law. On the other hand, Maghfira
Yuliza Fajryani (2023) focuses on legal certainty and protection for parties involved in self-executing
smart contracts. However, none of these studies delve deeply into the losses caused by bugs in smart
contracts or the formulation of legal protection for the parties when bugs disrupt the execution of
contracts in trading through electronic systems. This indicates a research gap that requires further
investigation.

This gap becomes increasingly relevant to examine, considering that coding errors in smart
contracts can lead to transactional imperfections and may give rise to disputes (Giancaspro, 2017).
Furthermore, bugs in smart contract code used in trading through electronic systems have the potential
to cause failures in contract execution, which in turn may harm the parties involved (Christidis &
Devetsikiotis, 2016). In some cases, the execution of a smart contract may not align with the intentions
of either the seller or the buyer within the electronic system (Xu et al., 2016). Therefore, this study
focuses on the use of smart contracts in trading through electronic systems practices, offering a new
perspective by analyzing Government Regulation No. 80 of 2019 concerning Trade Through Electronic
Systems (PP PMSE), which has not been addressed in the three studies.

Thus, the presence of bugs in smart contracts requires deeper examination, considering that
transactional processes in trading through electronic systems are not merely agreements between two
parties, but must also be grounded in legal principles that ensure fairness and certainty in transactions
(Putri et al., 2024). Therefore, this research seeks to explore in more detail how potential losses may
arise due to bugs in smart contracts and to describe the legal protection for parties in situations where
bugs interfere with contract implementation. The results of this research will then be presented in the
form of a scientific article titled “Legal Protection for Losses Due to Bugs in Smart Contracts in Trade
Practices Through Electronic Systems”.

RESEARCH METHOD

This study employs a normative legal method with a statute approach and a conceptual
approach. The statute approach is used to examine various legal provisions related to the topic of
discussion, such as the Civil Code (KUHPerdata), the Electronic Information and Transactions Law (UU
ITE), the Consumer Protection Law (UU PK), Government Regulation on Electronic Systems and
Transactions (PP PSTE), and Government Regulation on Trading Through Electronic Systems (PP
PMSE). Meanwhile, the conceptual approach is applied to analyze legal theories related to legal
protection in smart contracts affected by bugs. These methods and approaches are utilized to analyze
how written law applies in addressing issues of bugs, particularly in the context of smart contracts in
trading through electronic systems. The study focuses on reviewing legal documents and existing
theories to answer the formulated research questions.

This research centers on the potential losses caused by bugs in smart contracts and the legal
protection available for the parties harmed. The data sources used are secondary data consisting of
primary legal materials, including laws and government regulations. Secondary legal materials include
books, legal journals, and research reports. Furthermore, tertiary legal materials encompass legal
dictionaries, news, and other reference sources that support addressing the issues under study. The
criteria for selecting literature and legal documents are based on their relevance to the legal issues
being examined and the recency of data, focusing on materials published within the last five years. Data
were collected through library research and analyzed using content analysis by examining the content
systematically to gain a comprehensive understanding of the legal issues investigated (Nugraha, 2024).

RESULTS AND DISCUSSION
Losses Due to Bugs in Smart Contracts in Trade Practices Through Electronic Systems

In the concept of civil law, loss refers to the suffering experienced by a person as a result of the
actions or negligence of another party. Such loss may arise from either a breach of contract or an
unlawful act (tort). A breach of contract occurs when one party fails to fulfil its obligations as agreed
upon in a contract. The regulations concerning breaches of contract are governed in Book Il of the
Indonesian Civil Code (KUHPerdata), specifically between Articles 1243 and 1252 (Muklis, 2023).
Furthermore, an unlawful act (Onrechtmatige daad), as stipulated in Article 1365, refers to an act that,
due to fault, causes harm to another party, in which case the party causing the harm is obliged to
compensate for the resulting loss.
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Furthermore, the types of losses can be classified based on the form of suffering experienced by
the parties, namely material losses and immaterial losses. Material loss refers to tangible losses that
can be quantified or measured, such as financial costs or damage to goods. In contrast, immaterial loss
refers to losses that are difficult or impossible to measure financially, such as suffering from pain,
emotional distress, reputational damage, or defamation (Febriansyah et al., 2024).

In a causal relationship, bugs in smart contracts can lead to losses, where such bugs represent
errors or defects in the program code that cause the smart contract to fail to function as intended
(Sayeed et al., 2020). One type of bug that can be found in trading through electronic systems is a
logical error, namely an error in the program's logic that results in outcomes inconsistent with
expectations (Buterin, 2014). Such bugs may arise from developers’ negligence in writing the code or
incorrect execution commands (Olickel, 2016).

The bug may also arise due to insufficient testing or security audits before deploying a smart
contract. Such managerial failures can trigger undesired actions or create vulnerabilities that can be
exploited by irresponsible actors, leading to suffering or losses borne by its users (Zhao et al., 2025).
Depending on their impact, losses resulting from bugs in smart contracts can be classified into material
and immaterial losses. Material losses caused by bugs in smart contracts include:

1. Financial Losses Due to Information Mismatch
Bugs in smart contracts can lead to significant material losses for users of NFT trading
platforms. One example is the OpenSea case. In late December 2021, a bug in the smart contract
caused some users to sell their NFTs at prices far below market value. Rotem Yakir, a software
developer, explained that the bug arose due to a discrepancy between the data in the NFT smart
contract and the information provided by users on the OpenSea platform, which led to the failure
of the smart contract to validate the sale price of the NFTs correctly. As a result, several NFTs
were sold at prices lower than the market value, causing losses for the sellers, which were
estimated to reach approximately $1 million (Prasasti, 2022).
2. Loss of Assets Due to Theft
Malicious actors can also exploit bugs in smart contract security to commit theft. These
vulnerabilities can be leveraged by ill-intentioned parties to transfer or deplete users' digital assets
without authorization (Dwyer, 2020). An illustrative case occurred with SushiSwap in March 2024.
ParaSwap launched a new smart contract called Augustus V6, which contained a security bug.
This bug enabled unauthorized individuals to access and withdraw tokens and wallets without the
rightful owner's consent. At least four user accounts were compromised, with total losses
amounting to approximately $24,000 (Marcellova, 2024).
3. Financial Losses Due to Transaction Failure
Bugs in smart contracts can also impede users' access to their assets. Bugs can cause
discrepancies between the output and instructions, resulting in users' digital assets, such as token
balances, being unable to be transferred, withdrawn, or used as intended. An example of a case
that occurred is the Lido Staking case on Solana. On the Lido staking platform on the Solana
network, a bug caused around $24 million worth of SOL to become locked. Users who had staked
their tokens could not withdraw them because the smart contract failed to execute the function that
allows the unstaking process (Zela, 2024).

In addition to material losses, bugs in smart contracts in trading through electronic systems can
also bring immaterial losses. Immaterial losses experienced by users due to bugs in smart contracts
may appear in the form of psychological distress. When there is a system failure that causes the loss
of funds or assets, users may experience anxiety, frustration, and emotional distress, especially when
the lost funds or assets have a significant value, which can affect the economic conditions for its users.

Losses due to bugs in smart contracts can create legal liability for developers and business actors
involved, resulting from the concept of product liability. Product liability is a legal concept aimed at
protecting consumers by freeing them from the obligation to prove errors in the production process that
cause harm. This idea also emphasizes that business actors must bear responsibility for all losses
caused by the products or services they produce (Shahira & Surahmad, 2022).

Legal Protection for Losses Due to Bugs in Smart Contracts in Trade Practices Through
Electronic Systems

In principle, legal protection refers to the certainty or guidelines provided by legal instruments to
ensure protection for legal subjects. Philipus M. Hadjon stated, "Legal protection refers to the
recognition and respect for human rights, dignity, and worth possessed by legal subjects, which are
protected by legal regulations to prevent arbitrary actions." Hadjon also classifies legal protection into
two types, namely preventive and repressive protection (Wamafma et al., 2023). Furthermore, Soekanto
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also stated that legal protection aims to safeguard the rights of legal subjects by using legal instruments
(Setiono, 2004).

In the context of smart contracts, parties with a self-executing mechanism must still be provided
with legal protection, as errors/bugs in the programming algorithm structure are technically inevitable.
This creates a need for a choice of law if it results in losses for the parties involved (Rachmadani &
Rosadi, 2021). Therefore, legal protection for the parties using smart contracts on the blockchain
network is necessary, and this will be explained by the author based on the theory of legal protection
as follows:

1. Preventive Legal Protection

Referring to the idea of Philipus M. Hadjon, legal protection in the form of prevention is a
protective mechanism to minimize the potential for disputes in the future (Prayoga et al., 2023).
Preventive legal protection is also intended to encourage caution in the decision-making process
by legal subjects. The basis for preventive protection in the operation of smart contracts has been
stated in Article 3, letters d and e of PP PMSE, which stipulates that "in conducting Electronic
System Trading, the parties must adhere to the principles of trustworthiness and accountability."
In this context, smart contract bugs violate the accountability and trust principles that business
actors should uphold. Furthermore, preventive protection in smart contracts is also realized
through the following mechanisms:

a. Security Standards in Electronic Systems
Preventive protection against losses due to bugs in smart contracts begins with electronic
system operators' obligation to ensure their systems' security. Government Regulation on

Electronic System and Transaction (PP PSTE), Article 8, stipulates that “Electronic System

Operators must ensure that the software used meets the standards related to security and

operational stability.” Furthermore, Article 13 of PP PSTE mandates that “every operator must

have system governance, operational procedures, and a mechanism for regular audits.”

Prevention efforts are also reinforced by the Reliability Certification mechanism as regulated

in Articles 73 and 74 of PP PSTE. This certificate guarantees that the electronic system meets

specific technical standards, including security-related ones. Article 21 letter e of PP PMSE
even requires the organizers of trade through electronic systems to comply with technical
requirements and possess such certifications. In the context of smart contracts, the system
must be proven reliable before being utilized in transactions.
b. Supervision Efforts by the Government and Society
Supervision is important in preventing losses due to bugs in smart contracts. Based on

Articles 76 and 78 of PP PMSE, the Minister has the authority to supervise and provide
guidance to Electronic System Operators, including compliance with technical standards. This
supervision includes evaluating business actors, both domestic and foreign, to minimize the
negative impacts of cross-border digital transactions. The role of society is also recognized in
Article 41 of the Electronic Information and Transactions Law (UU ITE), where the public can
establish institutions that perform consultation and mediation functions related to the
implementation of electronic systems. This mechanism opens up space for social supervision
of system operators who are not transparent or negligent in maintaining the reliability of their
platforms. This involvement is further reinforced by the Consumer Protection Law (UU PK)
through Article 30, which provides opportunities for active public participation.

The study results indicate that the legal system in Indonesia already contains legal
instruments that can be utilized as preventive protection against bugs in smart contracts. This
protection comes in the form of implementing security standards, such as periodic audits and
system certification, as well as layered supervision from both the government and society. Although
there are no explicit regulations specifically addressing bugs in smart contracts, the existing legal
framework provides preventive protection through technical approaches and oversight of electronic
system operations. The establishment of security standards and supervisory efforts is a crucial
step in minimizing the negative impacts or losses that may arise from the risks of bugs in trading
through electronic systems practices.

2. Repressive Legal Protection
Repressive legal protection refers to the efforts made after a violation or loss. The purpose of
this protection in the context of smart contracts is to impose sanctions or restore the rights of the
party harmed by issues arising from digital transactions. Philip M. Hadjon states that repressive
legal protection addresses disputes or problems that have already occurred (Tampubolon, 2016).
Repressive legal protection is typically manifested through civil law mechanisms, where the
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affected party can file a lawsuit to obtain compensation for damages. This provision aligns with
Article 72, paragraph (1) of PP PMSE, which states that trading through electronic systems
transactions can be resolved through judicial proceedings or other alternative dispute resolution
methods. Thus, there are several mechanisms for obtaining repressive protection when losses
occur due to bugs in smart contracts, including:
a. Litigation Mechanism
One way to resolve smart contract disputes is through litigation in court. The court can
make a decision that has legal consequences and is legally binding on all parties involved in
the dispute. Article 72 paragraph (3) of PP PMSE stipulates that if the disputing party is a
consumer, the consumer can file a lawsuit against the business actor through the Consumer
Dispute Settlement Agency (BPSK) or bring the case to a court located in the consumer's
jurisdiction. However, suppose the dispute involves an Indonesian consumer and a foreign
business actor. In that case, the consumer can resolve the dispute through general courts
based on the regulations in the field of consumer protection, as stipulated in Article 75, letter
b of PP PMSE.
b. Non-Litigation Mechanisms
Furthermore, dispute resolution mechanisms outside of the judiciary, such as
consultation, negotiation, conciliation, mediation, or arbitration, become alternative methods
that can be used to resolve disputes related to smart contracts. Furthermore, through Article
72 paragraph (2) of PP PMSE, the government offers dispute resolution through ODR or
Online Dispute Resolution (Barkatullah & Syahrida, 2019). ODR introduces a new concept of
resolving disputes via the internet, which provides quick, efficient, and practical solutions
(Chandra, 2014). The types of resolution offered by ODR features include online dispute
resolution, online mediation, online negotiation, and online arbitration (Aziz & Hidayah, 2020).
The findings indicate that the Indonesian legal system also provides repressive legal
protection for consumers who suffer losses due to bugs in smart contracts, which may be pursued
through both litigation and non-litigation mechanisms. This form of protection includes dispute
resolution through court proceedings by filing a legal claim, or through out-of-court forums such as
the Consumer Dispute Settlement Agency (BPSK), as well as alternative means including
mediation, arbitration, and Online Dispute Resolution (ODR). The existing legal framework grants
consumers the right to claim compensation or hold the responsible party liable for any losses
suffered, whether material or immaterial, as a form of legal protection against the adverse impacts
or damages arising from the use of smart contracts in trading through electronic systems practices.

CONCLUSION

Bugs in smart contracts constitute coding errors that may result in losses for involved patrties,
both materially, such as asset and financial losses, and immaterially, including psychological distress.
This condition highlights the importance of both preventive and repressive legal protections as a legal
safeguard, particularly in the context of smart contracts used in trading through electronic systems. The
current legal framework provides for such protections: preventive protection includes the obligation for
electronic system operators to ensure system reliability by conducting regular code audits and
supervising the practical use of smart contracts in trading through electronic systems. Meanwhile,
repressive protection involves dispute resolution, either through litigation or alternative non-litigation
methods such as consultation, negotiation, conciliation, mediation, arbitration, and Online Dispute
Resolution (ODR).

These findings underscore the necessity for developers and electronic system operators to
understand their legal obligations and to integrate consumer protection considerations from the design
phase of smart contracts, in order to mitigate potential harm during implementation. Furthermore,
considering that this technology is still relatively new, the public or users of smart contracts should be
made aware of the importance of applying the precautionary principle before using smart contract
technology to avoid unwanted risks. On the other hand, the government, as a policymaker, must
continue to develop and adapt legal regulations to keep pace with the social changes brought about by
technological advancement. In this regard, there is a pressing need for specific legal provisions
governing smart contracts as part of a progressive legal development that aligns with technological
innovation, ensuring their effective implementation within society.
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